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Chapter 1. Purpose of this document
This documenttriesto serve asa sourceof informationon PublicKey Infrastructures(PKIs) and

focuseson bothof thetheoreticandpracticaldescriptionof PKIs.

With relationto specificstandards,thework of the PKIX Working Group1 is presented.Thereis
anemphasison thesestandardsandthereis anattemptto classifyimplementationsaccordingto the
degreeof compliance.

This documentstartswith an introductionon public–key cryptography. Then,it describesseveral
publicly availableimplementationsproviding a featureby featurecomparison.

Thereis a furtherdiscussionon securityissueswith accordancewith PKIs.

Theimplementationsarepresentedasaneducationalinstrumentto testtheprotocols,to providea
sourceof feedbackandto enabletheindividual to learnmoreaboutthewonderfullworld of PKIs.

Note: The latest version of this document can be found at the OSPKI Book WWW site 2.

Notes
1. http://www.ietf.org/html.charters/pkix-charter.html

2. http://ospkibook.sourceforge.net/
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Chapter 2. Intr oduction to Cryptograph y
Communicationis anessentialpartof life. Wecansaythatit markstheprogressof humanbeings.

Traditionalmediafor communicationarethesendingof lettersthroughthePostOffice, talking over
thephonethroughtheTelecommunicationscompany, or – morecommonly– to speakdirectly with
theotherperson.Thesetraditionalmediahaveexistedfor a longperiodof timeandspecialprovisions
have beenmadesothatpeoplecancommunicatein a secureway, eitherfor personalor for business
communication.For face–to–facecommunication,peoplecanrecogniseeachother’s physicalchar-
acteristicsor they cancomparehand–writtensignatureswith that of official documentslike an ID
card.Mimicking all of the physicalcharacteristicsof a personis difficult. Peoplecanacceptwith a
high level of certaintytheidentity of their colleague.Signatureforging is difficult andtherearelaws
that defineforging asa crime. The bottomline is that for eachcommunicationmedium,thereis a
transitionalperiodwhenspecificlaws andtechnologiesareset in orderfor peopleto communicate
securelyandtransparently.

The Internet,asa network that interconnectsnetworks of computersaroundthe world, is a new
communicationmediumthat is substantiallydifferent from existing ones.For example,on the In-
ternet,the communicatingpartiesdo not have physicalcontact.It is rathermoredifficult for oneto
disguiseoneselfto someoneelse,immitatethevoiceandotheraspectsbehaviour andgetinformation
onprior commonexperiences.On–linetransactionsdonot imposesuchbarriersfor illegitimatetrans-
actions.Additionally, on theInternet,onecanautomatethesametypeof fraudbringinghighergains
anda bigger incentive. The law andthe technologiesto let transparentandsecurecommunication
havenot beenfully definedor setyet.

Cryptographyhasprovideduswith digitalsignaturesthatresemblein functionalitythehand–written
signaturesanddigital certificatesthatrelateto anID cardor someotherofficial document.However,
in orderto usethesetechnologies,we needto make the necessaryprovisionsso that their usageis
equallytransparentandsecure.

The Public Key Infrastructuresalongwith the PriviledgeManagementInfrastructurearecandi-
datesto aid this transparency andsecurityof applicationsof theInternet.Both of theseconceptsare
describedin Chapter6.

Big partsof thefollowing introductionto cryptographyhasbeentakenfrom the SSLeayCertificate
Cookbook1, writtenby FrederickJ.Hirsch2.

2.1. Cryptographic Algorithms
Cryptographyhasseveraldifferencesfrom puremathematics.Oneof theseis thatcryptographyis

moredescriptive in its textbooks.While amathematicianmayuseA andB to explainanalgorithm,a
cryptographermayusethefictiousnamesAlice andBob. Thus,in thenext sections,thenamesAlice
andBobarenot randomlychosen;they canbefoundin almostall cryptographytextbooks.

SupposeAlice wantsto sendamessagetoherbankto transfermoney.Alice wouldlikethemessage
to be private,sinceit includesinformationsuchasher accountnumberand transferamount.One
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Chapter2. Introductionto Cryptography

solutionis to usea cryptographicalgorithm,a techniquethat would transformher messageinto an
encryptedform, unreadableexceptby thosefor whom it is intended.Whenencrypted,the message
canonly beinterpretedthroughtheuseof thecorrespondingsecretkey. Without thekey themessage
is useless:goodcryptographicalgorithmsmake it sodifficult for intrudersto decodetheoriginal text
thatit isn’t worth their effort.

Therearetwo categoriesof cryptographicalgorithms:conventionalandpublic key.

Conventionalcryptography, alsoknown assymmetriccryptography, requiresthat the senderand
receiver sharea key: a secretpieceof informationthat is usedto encryptor decrypta message.If
this key is secret,thennobodyotherthanthe senderor receiver canreadthe message.If Alice and
thebankeachhasasecretkey, thenthey maysendeachotherprivatemessages.Thetaskof privately
choosingakey beforecommunicating,however, canbeproblematic.

Publickey cryptography, alsoknown asasymmetriccryptography, solvesthekey exchangeprob-
lemby defininganalgorithmwhichusestwo keys,eachof whichcanbeusedto encryptamessage.If
onekey is usedto encryptamessage,thentheothermustbeusedto decryptit. Thismakesit possible
to receivesecuremessagesby simplypublishingonekey (thepublickey) andkeepingtheothersecret
(theprivatekey).

Anyonemayencrypta messageusingthepublic key, but only theownerof theprivatekey is able
to readit. In this way, Alice may sendprivatemessagesto the owner of a key–pair (the bank)by
encryptingit usingtheir publickey. Only thebankcandecryptit.

Examplesof public–key algorithmscanbefoundat AppendixC.

2.2. Message Digests
AlthoughAlice mayencrypthermessageto make it private,thereis still a concernthatsomeone

might modify heroriginal messagemessageor substituteit with a differentonein orderto transfer
the money to themselves,for instance.Oneway of guaranteeingthe integrity of Alice’s messageis
to createa concisesummaryof her messageandsendthis to the bankaswell. Upon receiptof the
message,the bankcreatesits own summaryandcomparesit with the oneAlice sent.If they agree
thenthemessagewasreceivedintact.

A summarysuchas this is called a messagedigest,one–way function, or hashfunction. Mes-
sagedigestscreateshort,fixed–lengthrepresentationsof longer, variable–lengthmessages.Digest
algorithmsaredesignedto produceuniquedigestsfor differentmessages.Messagedigestsmake it
difficult to determinethemessagefrom thedigest,anddifficult to find two differentmessageswhich
createthe samedigest–– eliminatingthe possibility of substitutingonemessagefor anotherwhile
maintainingthesamedigest.

AnotherchallengethatAlice facesis finding a way to sendthedigestto thebanksecurely;when
this is achieved,theintegrity of theassociatedmessageis assured.Oneway to to this is to includethe
digestin adigital signature.
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2.3. Digital Signatures
WhenAlice sendsamessageto thebank,thebankneedsto ensurethatthemessageis really from

her, andnotanintruderrequestingatransactioninvolving heraccount.A digital signature,createdby
Alice andincludedwith themessage,servesthispurpose.

Digital signaturesarecreatedby encryptinga digestof themessage,andotherinformation(such
asasequencenumber)with thesender’sprivatekey. Thoughanyonemaydecryptthesignatureusing
the public key, only the signerknows the privatekey. This ensuresthat only the signatorsignedit.
Includingthedigestin thesignaturemeansthesignatureis only goodfor thatmessage;it alsoensures
theintegrity of themessagesinceno onecanchangethedigestandstill signit.

To guardagainstinterceptionandreuseof thesignatureby anintruderata laterdate,thesignature
containsanuniquesequencenumber. This protectsthebankfrom a fraudulentclaim from Alice that
shedid notsendthemessage––only shecouldhavesignedit (non–repudiation).

2.4. Certificates
AlthoughAlice couldhavesentaprivatemessageto thebank,signedit, andensuredtheintegrity of

themessage,shestill needsto besurethatsheis reallycommunicatingwith thebank.Thismeansthat
sheneedsto besurethat thepublic key sheis usingcorrespondsto thebank’sprivatekey. Similarly,
thebankalsoneedsto verify thatthemessagesignaturereallycorrespondsto Alice’ssignature.

If eachpartyhasa certificatewhich validatestheother’s identity, confirmsthepublic key, andis
signedby a trustedagency, thenthey bothareassuredthat they arecommunicatingwith whomthey
think they are.Eachpartyusesthepublickey of thetrustedagency to verify thecertificateof theother
partyandsubsequentlyto ensuretheauthenticityof theusers’public key.

2.5. Certification Authority
Thetrustedagency thatsignsCertificateswith its privatekey andletsothersverify Certificatesby

theusageof thecorrespondingpublickey is calledaCertificationAuthority, or CA. ThisCertification
Authority is alsoknownasaTrustedThird Party(TTP),sinceit is regardedthat,in orderto betrusted,
it shouldnot havecommoninterestswith any of thetwo parties.

Note: It is believed that a bank should not be a Certification Authority and also be the party that
you make economic transactions with. They reason is that, as a CA, it can favor itself, as a party
one does business with.

In this documentweconcentrateon thetechnicalaspectsof theCertificationAuthority.
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Notes
1. http://www.ultranet.com/~fhirsch/Papers/cook/ssl_cook.html

2. http://www.ultranet.com/~fhirsch/Papers/cook/ssl_intro.html
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Infrastructure[T ODO]

Alice wantsto communicatesecurelywith Bob. In essence,this meansthat Alice doesnot want
someoneelseto listento theconversation,wantstheinformationsentto Bobnot to bealteredontheir
way to him andfinally shewould possiblylike a mechanismto prove thatshehadthis conversation,
in case,for somereason,claim he did not. We shall describeall the stepsnecessaryto establish
communicationusingtheCertificationAuthority.

3.1. Creation of the key–pair and the cer tificate request
Alice createsa public/privatekey pair usinga public key algorithmlike RSA.Then,shecreatesa

certificaterequest,which is the Certificatejust prior to signingby the CertificationAuthority. First,
thecertificaterequestcontainsinformationaboutthe identity of theuser, suchasthename,address,
telephonenumberande–mailaddress.Second,it containsherpublic key. Certificatescanbeusedto
authenticatenot only peoplebut alsoentitiesin general,suchasa WWW serveror a network device.
In thelattercase,theinformationin theCertificatewouldbetheURL of theWWW server, theWWW
Administratordetails,andsoon.

3.2. Signing of the cer tificate request by the
Certification Authority

Alice sendsher certificaterequestto the RegistrationAuthority for its signature.Any actionof
approval or disapproval takesplaceat theRegistrationAuthority. Then,theRA sendstherequestto
the CA for policy approval andto be signed.The resultof the signing–– the Certificate–– is sent
backto Alice throughtheRegistrationAuthority. They alsoareoftenstoredon aDirectoryServer.

3.3. Certification Authority chains
Using this certificate,Alice canclaim thather public key is trustworthy. Bob who wantsto

communicatewith her, asksfor herCertificate.Bob, in orderto verify herCertificate,findsthe
public key of theCertificationAuthority thatsignedtheAlice’s public key. He needsto do that
securely. If they areboth on the sameCertificationAuthority thenhe hasit already. If not, he
askshisCertificationAuthority to contacttheotherCertificationAuthority for its publickey. For
eachCertificationAuthority Bob’s CertificationAuthority asks,he needsthe public key of the
previousoneso that theauthenticityof thekey is assured.If a chaincanbefoundthat leadsto
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Chapter3. Basicfunctionalityof a PublicKey Infrastructure[TODO]

theotherCertificationAuthority thencommunicationcanbeestablished.

Note: The issue of inter-CA trust is very important since one bad CA can undermine the
security of the whole infrastructure. This issue is not covered here (at least in this version).

3.4. Typical uses of pub lic key cryptograph y
Having theauthenticpublickeysof eachother, userscancommunicatesecurely. They canencrypt

dataandmake useof digital signatures.For the part of encryption,public key cryptographyis too
slow to be usedfor the transferof largequantityof data.A symmetriccipheris moresuitedto this
purpose.For this reason,thekey for thesymmetriccipheris transferredencryptedusingpublic–key
cryptography.

18



Chapter 4. General implementation overview
Wegiveatechnicaloverview of theprocessesof creatingacertificateandoperatingaCertification

Authority.

4.1. Prerequisites
We shalldiscussherethesoftwareneededto createa usableCertificationAuthority.

4.1.1. Useful open–sour ce software
Thefollowing softwarecanprovidethecollective functionalityof aCertificationAuthority.

• For theCertificationAuthority Server, any operatingsystemcanbeused.In caseit communicates
manuallywith theRegistrationAuthority (for example,datafilesaretransferedusingafloppy disk),
it doesnot evenneedto have network support.However, it is recommendedto useoperatingsys-
temsthatprovide somesortof assuranceof its stability andcanhave irrelevantsystemor network
serviceseasilyremoved.We recommendUnix™ or Unix™–likeoperatingsystems.

• SSL/TLSsoftware

• WWW serverwith SSL/TLSsupport

• LDAP server

• Text/GraphicalInterface,possiblyin Java/HTML

Note: The PKIX standards do not suggest nor forbid the use of a WWW server for the role of a
CA/RA. To remove the need to create standalone network applications for both the CA and RA, it
is possible to use individual WWW servers operated by designated Operators.

4.2. Initialisation of the Certification Authority
Herewe describetheinitialisationphaseof theCA. This takesplaceonce.Specialcareis needed

for theprotectionof theCA’sprivatekey.

Note: The following examples require the OpenSSL software installed on your workstation. Also,
it is recommended to have the directory that the openssl application resides, in your PATH envi-
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Chapter4. General implementationoverview

ronment variable. Possible locations for the openssl application are /usr/local/ssl/bin/ or
/usr/bin/.

4.2.1. Generate the RSA key–pair for the CA
Usethiscommandto generatetheRSAkey–pair:

CA_Admin% openssl genrsa -des3 -out ca.key 2048

Parameter s

genrsa

theopensslcomponentto generateanRSAkey–pair,

-des3

thesymmetricalgorithmto encryptthekey–pair,

-outca.key

thefilenameto storethekey–pair,

2048

sizeof RSAmodulusin bits.

Executingtheabovecommand,theuseris presentedwith thefollowing information

1112 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus
.+++++
......................................................+++++
e is 65537 (0x10001)
Enter PEM pass phrase: enter the pass-phrase here
Verifying password - Enter PEM pass phrase: re-enter
the pass-phrase here

This createsanRSA key pair which is storedin thefile ca.key. This key pair is encryptedwith
3DESusingapasswordsuppliedby theuserduringkey generation.TheN in RSA(theproductof the
two primenumbers)is 2048bits long.For brevity, we saythatweuse2048-bit RSA.

A samplekey–pair, encryptedwith apass–phrase,canbefoundatSectionB.1. Thissamekey–pair
without the pass–phraseencryptionis at SectionB.2. The decodedversionof the samekey canbe
foundatSectionB.3.
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4.2.2. Create a self–signed CA Certificate
In orderto geta self–signedCA Certificate,we needto signtheCA’s certificaterequestwith the

correspondingprivatekey. TheresultingCertificatehastheX.509structure.

CA_Admin% openssl req -new -x509 -days 365 -key ca.key -out ca.crt

Parameter s

req

theopensslcomponentto generatea certificaterequest,

-new

this is a new certificate,

-x509

generateanX.509certificate,

-days365

thetime in daysthatthecertificatewill bevalid, countingfrom now,

-key ca.key

thekey–pairfile to beused,

-outca.crt

thefilenamethatthenew certificatewill bewrittenonto

Executingtheabovecommandpresentsthis dialogue:

Using configuration from /usr/local/ssl/openssl.cnf
Enter PEM pass phrase: enter the pass-phrase here
You are about to be asked to enter information that will be
incorporated into your certificate request.
What you are about to enter is what is called a Distinguished
Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
---
Country Name (2 letter code) [AU]:GB
State or Province Name (full name) [Some-State]:Surrey
Locality Name (eg, city) []:.
Organization Name (eg, company) [Internet Widgits Pty Ltd]: Best CA Ltd
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Chapter4. General implementationoverview

Organizational Unit Name (eg, section) []:Class 1 Public Primary Certifica-
tion Authority
Common Name (eg, YOUR name) []:Best CA Ltd
Email Address []:.
CA_Admin%

This createsa self–signedcertificate,calledca.crt. It is valid for 365 daysfrom the dateof
generation.In thisstep,theCA Administratorhasto entertheX.509detailsof theCA RootCertificate.

A sampleCA Certificate,in PEMformat,canbefoundatSectionB.4. TheTXT orhuman–readable
of thesameCertificatecanbefoundat SectionB.5.

4.3. User/Ser ver key generation and signing
Theusergeneratesa key pair for a certificateto beusedby thatuseror any entity thatneedsto be

authenticatedby theCA. We alsoshow thesigningprocedure.

4.3.1. Generate the RSA key–pair for a user/ser ver
Usethiscommandto generatetheRSAkey pair

User% openssl genrsa -des3 -out user.key 2048

Parameter s

genrsa

theopensslcomponentto generateanRSAkey–pair,

-des3

thesymmetricalgorithmto encryptthekey–pair,

-outuser.key

thefilenameto storethekey–pair,

2048

sizeof RSAmodulusin bits.

Executionof theabovecommandpresentstheuserwith thefollowing dialogue:

1112 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus
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.+++++

........................................................++++++++++++
e is 65537 (0x10001)
Enter PEM pass phrase: enter the pass-phrase here
Verifying password - Enter PEM pass phrase: re-enter pass-phrase here

This createsanRSA key pair storedin thefile user.key. Thekey pair is encryptedwith 3DES
with apassword suppliedby theuserduringkey generation.TheN in RSA is 2048bits long.

The readershouldnotethat this is thesameprocedureasthegenerationof theCA key–pair. For
samplekey–pairs,pleaseseetheappendiceslistedin Section4.2.1.

4.3.2. Generate a cer tificate request
Theusergeneratesacertificaterequestwith thiscommand.TheCSRis sentto theCA for signing.

TheCA returnsthethesignedcertificate.

User% openssl req -new -key user.key -out user.csr

Parameter s

req

theopensslcomponentto generatea certificaterequest,

-new

this is a new certificate,

-key user.key

thekey–pairfile to beused,

-outuser.csr

thefilenamethatthenew certificaterequestwill bewrittenonto

By executingtheabovecommand,we arepresentedwith thefollowing dialogue:

Using configuration from /usr/local/ssl/openssl.cnf
Enter PEM pass phrase: type the pass-phrase here
You are about to be asked to enter information that will
be incorporated into your certificate request.
What you are about to enter is what is called a
Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
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For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
---
Country Name (2 letter code) [AU]:GB
State or Province Name (full name) [Some-State]:Surrey
Locality Name (eg, city) []:Egham
Organization Name (eg, company) [MyCo Ltd]:Arts Building Ltd
Organizational Unit Name (eg, section) []:Dept. History
Common Name (eg, YOUR name) []:Simos Xenitellis
Email Address []:S.Xenitellis@rhbnc.ac.uk

Please enter the following ’extra’ attributes
to be sent with your certificate request
A challenge password []:.
An optional company name []:.
User%

This commandcreatesa certificaterequeststoredin the file user.csr. In this phase,the user
entersthe valuesof the fields for the X.509 Certificateasshown. For a certificaterequestin PEM
format,pleaseseeSectionB.6. For a TXT or human–readableversion,pleasecheckSectionB.7.

4.3.3. Ask the CA to sign the cer tificate request
TheCA receivesthecertificaterequest,anddependingon thepolicy used,will decidewhetherto

signtheCSR.If it truststheuser, it signstheCSRasfollows:

CA_Admin% ./sign.sh user.csr
CA signing: user.csr -> user.crt:
Using configuration from ca.config
Enter PEM pass phrase: enter the pass-phrase
Check that the request matches the signature
Signature ok
The Subjects Distinguished Name is as follows
countryName :PRINTABLE:’GB’
stateOrProvinceName :PRINTABLE:’Surrey’
localityName :PRINTABLE:’Egham’
organizationName :PRINTABLE:’Arts Building Ltd’
organizationalUnitName:PRINTABLE:’Dept. History’
commonName :PRINTABLE:’Simos Xenitellis’
emailAddress :IA5STRING:’S.Xenitellis@rhbnc.ac.uk’
Certificate is to be certified until Feb 6 13:30:41 2001 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated
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CA verifying: user.crt <-> CA cert
user.crt: OK
CA_Admin%

Thiscommandproducesafile calleduser.crt, theCertificateof theuser. Thesign.shscriptcan
befoundin themodsslpackage,describedabove,at the/pkg.contrib/ directory. This scriptuses
opensslasa backend.We usethe script andnot the manualprocedurebecausewith the latter we
wouldhaveto performratherseveralstepsandthiswouldbeoutof thescopeof thisbook.In a future
versionof this document,weshallrevisit this issue.
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Chapter 5. PKI standar ds and specifications
We describeavailablePKI-relatedstandardsandspecificationsanddiscussthe usability of each

of them.Openstandardsandspecificationsare importantto open–sourcePKIs, sincethey remove
possibleinteroperabilityobstaclesof closed–sourceimplementations.

5.1. Internet X.509 Public Key Infrastructure (PKIX)
PKIX is coveredin Chapter6.

5.2. Architecture for Public-K ey Infrastructure (APKI)
APKI is a specificationfor a Public Key Infrastructure,createdby the The OpenGroup1. It de-

scribesthearchitecture,the requirementsandthecomponentsof a PKI. Also, it givesrecommenda-
tionsfor implementorsontheuseof protocolsandotherspecifications.Thisspecification2 is available
in HTML andPDFformatandonecandownloadit by registeringfreely on theWWW site.A hard
copy is alsoavailable.

In a nutshell,this specificationgivesa high-level overview of the componentsof a PKI andrec-
ommendsother protocolsand specificationsthat shouldbe usedin order to get a standard-based
functionality. Summingup, it recommendstheuseof

• ThePKIX standards,coveredin Chapter6.

• TheCDSA2.0CommonDataSecurityArchitecture,coveredin Section9.7.

• TheXDAS DistributedAudit Service,coveredin Section9.10.

• TheGSS-APIGenericSecurityAPI andits extensions(XGSS-API),coveredin Section9.11.

• TheLDAP LightweightDirectoryAccessProtocol,coveredin Section9.13.

• TheIETF S/MIME CryptographicMessageSyntax(CMS),version3, coveredin Section9.14.

• TheIETF (RFC2030)SimpleNetwork TimeProtocol(SNTP),coveredin Section9.12.

5.3. The NIST Public Key Infrastructure Program
TheNationalInstituteof StandardsandTechnology(NIST), partof theU.S.Departmentof Com-

merce,is developing specificationsfor Public Key Infrastructuresfor the internal useof the U.S.
governmentelectronicinfrastructure.Theseeffortsdo notaim to duplicateexistingwork of PKI ven-
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dors,ratherthanto easetheintegrationof theuseof public-key technologyfrom possiblyinoperable
implementations.

Thiswork is beingdevelopedwith thehelpof industrypartners,usingagreementscalledCRADAs
(Cooperative ResearchandDevelopmentAgreements)in the sensethat companiesandthe govern-
mentwork togetherto specifythePKI productsto beproducedthatthelatterwill buy asaconsumer.
In this sense,sincethe U.S. governmentis a big buyer, onecanexpect that the work of the NIST
somehow specifiesthefutureof thePKI productsthatwill beusedworldwide.

Amongthepublicly availabledocumentsis theMISPCspecificationthatprovidesabasisfor inter-
operationbetweenPKI componentsfrom differentvendors.Vendorwilling to getcontractsfor U.S.
Federalagenciesshouldbe ableto provide compatiblePKI components.Possibleopen-sourcePKI
implementationswouldobviouslyneedto complywith thosespecifications.TheMISPCspecification
is the basisfor the NIST referenceimplementation,alsodescribedin Section7.6. It is availableas
NIST SpecialPublication800-153 from theNIST WWW site.

Anotherinterestingdocumentis the ProposedFederalPKI Conceptof Operation4.

Amongthehighlightsof theabove documentis thecleardescriptionof availablePKI types.The
PKI that the browsersimplementis describedasthe trust-list PKI. This is a somehow flat type of
PKI in thesensethat thereis only onelevel of trust.Theothertwo typesarethehierarchicalandthe
network (or mesh)PKIs. Theformer is the typical X.500 PKI while the latter is themeshtypewith
no singleroot.Onecanfind analogiesof thehierarchicalPKI with thestructureof theDomainName
Service.Thenetwork PKI is like theinterconnectionof therouterson theInternet.

Anotherimportantissueis thesamedocument,is theusetheBridgeCertificationAuthority con-
cept,a CA that bridgesdifferenttrust domains.This bridging is establisheduponagreementof the
interestedpartiesandits purposeis to limit thepropagationof unnecessarytrust.

A pilot programis plannedto testthe bridgeCA concept.From the informationprovidedat the
NIST PKI RootCA Testbed5 page,theBridgeCA will be implementedby theNIST andcommer-

cial CAs will be testedby beingbridgedby this Bridge CA. The plan is to have twelve CAs and
4 X.509 Directory serversoperational.Informationto be soughtfrom this pilot operationhasto do
with performanceandscalability. Finally, theX.509certificationpathbuilding andvalidationwill be
tested.

Theauthorof thesedocuments(eithermainauthoror in co-operation)is William E. Burr6.

Notes
1. http://www.opengroup.org

2. http://www.opengroup.org/pubs/catalog/g801.htm

3. http://csrc.nist.gov/pki/documents/mispcv1.ps

4. http://csrc.nist.gov/pki/twg/baseline/pkicon20b.PDF

5. http://csrc.nist.gov/pki/rootca/

6. mailto:william.burr@nist.gov
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Chapter 6. Internet X.509 Public Key
Infrastructure (PKIX)

In this chapter, we shall provide an informal introductionto the PKIX InternetStandardswhich
arebeingdevelopedby the PKIX Working Group1.

6.1. Abbre viations
To avoid confusionregardingthePKIX terminology, we includethelist of termsasthey arefound

in thePKIX documentdraft-ietf-pkix-roadmap-05. Their full explanationcanbefoundat the
Glossary.

Table 6-1.PKIX Terms

Term Abbre viation

AttributeAuthority AA

AttributeCertificate AC

Certificate

CertificationAuthority CA

CertificatePolicy CP

CertificationPracticeStatement CPS

End–Entity EE

PublicKey Certificate PKC

PublicKey Infrastructure PKI

PrivilegeManagementInfrastructure PMI

RegistrationAuthority RA

RelyingParty

RootCA

SubordinateCA

Subject

TopCA

With regardto the term X.509, it comesfrom the X.500 specificationon directoryservices.The
directoryservicesserve asa kind of electronicphonebook,whereenabledapplicationscanlookup
includedentities.Eachentity hasa identifying recordor Certificateandtheformatof thatCertificate
follows therecommendationX.509of theInternationalTelecommunicationUnion (ITU).
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X.500 itself is consideredastoo difficult to catchon,however, theX.509formatfor certificatesis
usedby succesive standards.For moreinformationon X.500,onecanreadtheonlinebookentitiled
UnderstandingX.500– TheDirectory2 by D.W.Chadwick.

6.2. Concepts
We describeimportantconceptswith regardto the PKIX standards.A Public Key Infrastructure

doesnotonly needaninfrastructureto handleidentities,it needsaninfrastructureto handleprivileges.
Thedistinctionbetweenthetwo will becomemoreevidentin thefollowing sections.

6.2.1. Certificate–using Systems and PKIs
At the heartof recentefforts to improve Internetsecurityarea groupof securityprotocolssuch

asSecureMultipurposeInternetMail Extensions(S/MIME), TransportLayer Security(TLS), and
InternetProtocolSecurity(IPSec).All of theseprotocolsrely on public–key cryptographyto provide
servicessuchasconfidentiality, dataintegrity, dataorigin authentication,andnon-repudiation.The
purposeof a PKI is to provide trustedandefficient key andpublic key certificatemanagement,thus
enablingtheuseof authentication,non-repudiation,andconfidentiality.

Security services

Essentialservicesto ensurethe securityon the Internetareconfidentiality, datain-
tegrity, dataorigin authenticationandnon–repudiation.Thesecanbeachievedwith pro-
tocols like S/MIME, TLS and IPSec. The protocolsneeda PKI in order to function
effectively.

Usersof public key-basedsystemsmustbeconfidentthat,any time they rely on a public key, the
associatedprivatekey is ownedby the subjectwith which they are communicating.(This applies
whetheranencryptionor digital signaturemechanismis used.)This confidenceis obtainedthrough
the useof PKCs,which aredatastructuresthat bind public key valuesto subjects.The binding is
achievedby having a trustedCA verify thesubject’s identity anddigitally signeachPKC.

A PKC hasa limited valid lifetime, which is indicatedin its signedcontents.Becausea PKC’s
signatureand timelinesscan be independentlychecked by a certificate-usingclient, PKCs can be
distributedvia untrustedcommunicationsandserversystems,andcanbecachedin unsecuredstorage
in certificate-usingsystems.

PKCsareusedin the processof validatingsigneddata.Specificsvary accordingto which
algorithmis used,but thegeneralprocessworksasfollows:

Note: There is no specific order in which the checks listed below must be made; implementors
are free to implement them in the most efficient way for their systems.
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• Therecipientof signeddataverifiesthattheclaimedidentity of theuseris in accordancewith the
identity containedin thePKC;

• The recipientvalidatesthat no PKC in the pathis revoked(e.g.,by retrieving a suitably-current
CertificateRevocationList (CRL) or queryinganon-linecertificatestatusresponder),andthatall
PKCsarewithin their validity periodsat thetime thedatawassigned;

• Therecipientverifiesthatthedataarenotclaimedto haveany valuesfor which thePKCindicates
thatthesigneris notauthorized;

• Therecipientverifiesthat thedatahave not beenalteredsincesigning,by usingthepublic key in
thePKC.

If all of thesecheckspass,therecipientcanacceptthatthedatawassignedby thepurportedsigner.
Theprocessfor keysusedfor encryptionis similar.

Note: It is of course possible that the data was signed by someone very different from the signer,
if for example the purported signer’s private key was compromised. Security depends on all parts
of the certificate-using system, including but not limited to: physical security of the place the
computer resides; personnel security (i.e., the trustworthiness of the people who actually develop,
install, run, and maintain the system); the security provided by the operating system on which the
private key is used; and the security provided the CA. A failure in any one of these areas can cause
the entire system security to fail. PKIX is limited in scope, however, and only directly addresses
issues related to the operation of the PKI subsystem. For guidance in many of the other areas,
see RFC 2527.

6.2.2. Certificate–using Systems and PMIs
Many systemsusethePKCto performidentitybasedaccesscontroldecisions(i.e.,theidentitymay

beusedto supportidentity-basedaccesscontroldecisionsafter theclient provesthat it hasaccessto
the privatekey that correspondsto the public key containedin the PKC). For many systemsthis is
sufficient,but increasinglysystemsarebeginningto find thatrule-based,role-based,andrank-based
accesscontrolis required.Theseformsof accesscontroldecisionsrequireadditionalinformationthat
is normallynot includedin a PKC, becausethe lifetime of the informationis muchshorterthanthe
lifetime of the public-privatekey pair. To supportbinding this information to a PKC the Attribute
Certificate(AC) wasdefinedin ANSI and later incorporatedinto ITU–T RecommendationX.509.
TheAC formatallows any additionalinformationto beboundto a PKC by including, in a digitally
signeddatastructure,a referenceback to onespecificPKC or to multiple PKCs,usefulwhen the
subjecthasthe sameidentity in multiple PKCs.Additionally, the AC canbe constructedin sucha
way thatit is only usefulat oneor moreparticulartargets(e.g.,webserver, mail host).

Usersof a PMI mustbe confidentthat the identity purportingto posessan attributehasthe right
to possessthat attribute. This confidencemay be obtainedthroughthe useof PKCs or it may be
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configuredin the AC-usingsystem.If PKCsareusedthe party makingthe accesscontrol decision
candetermine"if theAC issueris trustedto issueACscontainingthis attribute."

6.3. Overview of the PKIX appr oach
PKIX, in orderto describepublic–key infrastructures,usesthetermsPKI andPMI. Onecanfind

similaritiesbetweenthetwo. Themaindifferenceis thatthePKI handlesthePublicKey Certificates
while thePMI handlestheAttributeCertificates.A goodmetaphorto distinguishbetweenthetwo is
to associatethe former with the passportof a personandthe latter with the visa.The oneprovides
identity andtheotherpermission.

6.3.1. PKIX standar disation areas
PKIX is working on thefollowing fiveareas.

1. Profilesof X.509v3 PublicKey CertificatesandX.509v2 CertificateRevocationLists (CRLs).

It describesthebasiccertificatefieldsandtheextensionsto besupportedfor theCertificates
andtheCertificateRevocationLists.Then,it talksaboutthebasicandextendedCertificatePath
Validation.Finally, it coversthesupportedcryptographicalgorithms.

2. Managementprotocols.

First, it discussestheassumptionsandrestrictionsof theprotocols.Then,it providesthedata
structuresusedfor the PKI managementmessagesand definesthe functionsthat conforming
implementationsmustcarryout.Finally, it describesasimpleprotocolfor transportingPKI mes-
sages.

3. Operationalprotocols.

Currentlythey describehow LDAPv2,FTPandHTTP canbeusedasoperationalprotocols.

4. CertificatepoliciesandCertificatePracticeStatements.

The purposeof this documentis to establisha clearrelationshipbetweencertificatepolicies
andCPSs,andto presenta framework to assistthe writers of certificatepoliciesor CPSswith
their tasks.In particular, the framework identifiesthe elementsthat may needto be considered
in formulatinga certificatepolicy or a CPS.The purposeis not to defineparticularcertificate
policiesor CPSs,perse.
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5. Time–stampinganddata–certification/validationservices.

TherearenoRFCsontheseservicesyet,asthedocumentsarestill classifiedasInternetDrafts.

Thetime–stampingservicesdefineatrustedthird–partythatcreatestimestamptokensin order
to indicatethatadatumexistedat a particularpoint in time.Thedatacertificationandvalidation
servicesprovide certificationof possesionof dataandclaim of possesionof data,andvalidation
of digitally signeddocumentsandcertificates.

TherelevantRequestFor Comments(RFC)documentsaredepictedin thefollowing table

Table 6-2.Table of RFCs for PKIX documents

Subject RFC

Profilesof X.509v3 PublicKey Certificatesand
X.509v2 CertificateRevocationLists (CRLs)

RFC2459

PKIX CertificateManagementProtocols RFC2510

Operationalprotocols RFC2559,RFC2585,RFC2560

CertificatePolicy andCertificationPractices
Framework

RFC2527

Time–stampinganddata–certificationservices No RFCsyet,only internetdraftsavailable

Thespecificationof theX.509Certificatesis verygeneralandextensible.To ensureinteroperability
betweendifferentInternet-centricimplementations,thePKIX WorkingGroupdefinedaprofile, which
is a descriptionof the format and semanticsof certificatesand certificaterevocation lists for the
InternetPKI.

The operationalprotocolsarethe protocolsthatarerequiredto deliver certificatesandCRLs (or
statusinformation)to certificate–usingclientsystems.Thereis anemphasisto haveavarietyof distri-
bution mechanismsfor thecertificatesandtheCRLs,usingfor example,LDAP, HTTP andFTP. For
example,theretrieval of theCRL by amerchantto checkwhetheracertificateis valid, constitutesan
operationalprotocol.

Managementprotocolsaretheprotocolsthatarerequiredto supporton–lineinteractionsbetween
PKI userandmanagemententities.Thepossiblesetof functionsthatcanbesupportedbymanagement
protocolsis

• registrationof entity, thattakesplaceprior to issuingthecertificate

• initialisation,for examplegenerationof key–pair

• certification,theissuanceof thecertificate

• key–pairrecovery, theability to recover lost keys
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• key–pairupdate,whenthecertificateexpiresanda new key–pairandcertificatehave to begener-
ated

• revocationrequest,whenanauthorisedpersonadvicestheCA to includea specificcertificateinto
therevocationlist

• cross-certification,whentwo CAs exchangeinformationin orderto generatea cross–certificate

TheCertificatePoliciesandtheCertificatePracticeStatementsarerecommendationsof documents
thatwill describetheobligationsandotherruleswith regardtheusageof theCertificate.

6.3.2. Public–ke y infrastructure functionality
This is a functionalityor operationsof aPublicKey Infrastructure.

Table 6-3.PKI functionality

Functionality

Registration

Initialisation

Certification

Key–pairrecovery

Key generation

Key update

Key expiry

Key compromise

Crosscertification

Revocation

CertificateandRevocationNoticeDistribution andPublication

6.3.3. Public–K ey Infrastructure (PKI)
A PKI is a setof hardware,software,people,policiesandproceduresneededto create,manage,

store,distributeandrevokePKCsbasedon public–key cryptography.

A PKI consistsof five typesof componets.

Table 6-4.PKI components
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Type of component Description

CertificationAuthorities(CAs) to issueandrevokePKCs

OrganisationalRegistrationAuthorities(ORAs) to vouchfor thebindingbetweenpublickeysand
certificateholderidentitiesandotherattributes

Certificateholders to signandencryptdigital documents

Clients to validatedigital signaturesandtheir certification
pathfrom aknown publickey of a trustedCA

Repositories to storeandmakeavailablecertificatesand
CertificateRevocationLists (CRLs)

In Figure6-1 thereis a simplifiedview of thearchitecturalmodelassumedby thePKIX Working
Group.

Figure6-1.PKI Entities
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TheEnd–entity, usingmanagementtransactions,sendsits certificaterequestto theRegistrationAu-
thority for approval.If it is actuallyapproved,it is forwardedto theCertificationAuthority for signing.
TheCertificationAuthority verifiesthecertificaterequestandif it passestheverification,it is signed
andtheCertificateis produced.To public theCertificate,theCA sendsit to CertificateRepositoryfor
collectionfrom theEnd–entity.
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Thediagramshows that theEnd–entitycancommunicatedirectly with theCA. Accordingto the
PKIX recommendations,it is possibleto implementthe functionality within the CA. Although it is
a bit confusing,the diagramshows all possiblecommunications,regardlessof the implementation
decisions.

Additionally, both theCA andRA areshown to deliver Certificatesto the repository. Depending
on theimplementation,oneof thetwo is chosen.

For theissueof therevocationof thecertificates,asimilarcoursewith thegenerationof theCertifi-
catesis taken.TheEnd–entityaskstheRA to haveits Certificaterevoked,theRA decidesandpossibly
forwardsit to theCA, theCA updatestherevocationlist andpublishesit on theCRL repository.

Finally, theEnd–entitiescancheckthevalidity of aspecificCertificateusinganoperationalproto-
col.

6.3.4. Privileg e Management Infrastructure (PMI)
PMI is the setof hardware,software,people,policiesandproceduresneededto create,manage,

store,distributeandrevokeAttributeCertificates.

A PMI consistsof five typesof componets.

Table 6-5.PMI components

Type of component Description

AttributeAuthorities(AAs) to issueandrevokeACs(alsocalledAttribute
CertificateIssuer)

AttributeCertificateUsers to parseor processanAC

AttributeCertificateVerifier to checkthevalidity of anAC andthenmakeuse
of theresult

Clients to requestanactionfor which authorisation
checksareto bemade

Repositories to storeandmakeavailablecertificatesand
CertificateRevocationLists (CRLs)

In Figure6-2 thereis aview of theexchangesthatmayinvolveAttributeCertificates
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Figure6-2.Attrib ute Certificate Exchanges
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Therearetwo typesof attributecertificatedistributionasshow in thediagram,pushandpull.

In someenvironmentsit is suitablefor a client to pushanAC to a server. This meansthatno new
connectionsbetweentheclientandserverarerequired.It alsomeansthatnosearchburdenis imposed
on servers,which improvesperformance.

In othercases,it is moresuitablefor aclient simply to authenticateto theserverandfor theserver
to requestor pull theclient’sAC from anAC issueror a repository. A majorbenefitof thepull model
is that it canbeimplementedwithout changesto theclient or to theclient–server protocol.It is also
moresuitablefor someinter–domaincaseswherethe client’s rights shouldbe assignedwithin the
server’sdomain,ratherthanwithin theclient’sdomain.

Notes
1. http://www.ietf.org/html.charters/pkix-charter.html

2. http://www.salford.ac.uk/its024/X500.htm
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Chapter 7. Open-Sour ce Implementations
We arepresentinga list of open–sourceor almostopen–sourceimplementationsof PublicKey In-

frastructures.In thefollowing sections,weshallgetinto moredetailfor eachof theimplementations.

1. pyCA, by MichaelStroeder, availableat thepyCA WWW site1.

2. OpenCA,by MassimilianoPalaandtheOpenCATeam,availableat theOpenCAWWW site2.

3. Oscar, by DSTCPtyLtd, Australia,availableat theDSTCPKI WWW site3.

4. Jonah,by IBM (andsubsidiariesLotus,Iris), availableat theJonahWWW site4.

5. Mozilla OpenSourcePKI projects,by theMozilla Organisation,availableat the Mozilla WWW
site5.

6. MISPC,by theNationalInstituteof StandardsandTechnology(NIST) availableat the MISPC
WWW site6.

7.1. The pyCA Certification Authority
pyCA is a set of CGI scripts that provide a WWW interfaceto a CertificationAuthority. The

scriptsarewritten in theprogramminglanguagePython7, hencethenamepyCA. It usesOpenSSLas
the underlyingmechanismfor the cryptographicinfrastructure.pyCA is distributedunderthe GPL8

license.

7.2. The OpenCA Project[T ODO]
OpenCAis acollaborativeeffort to createapublic–key infrastructure.Programmatically, it resem-

blespyCA with theexceptionof usingPerl insteadof Pythonfor theCGI scripts.It usesOpenSSL
for theunderlyingcryptograpgicinfrastructure.OpenCAis distributedwith anApache–stylelicense.
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7.2.1. OpenCA Layout
We describetheCA structureasusedcurrentlyin OpenCA.

Figure7-1.Curr ent OpenCA Layout
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TheCertificationAuthority –– for securityreasonsandin accordancewith the currentlayout––
shouldnot be networked.It manuallycommunicateswith the RegistrationAuthority, perhapsusing
removablemedia.

TheRegistrationAuthority shouldnot have direct accessto the Internetbut beaccessedthrough
theRA Operator.

TheRA Operatoris theinterfaceof OpenCAbetweenusersandtheInternet.

7.2.2. OpenCA Abbre viations
Throughoutthedocumentationwe usethefollowing terminology.

Table 7-1.OpenCA Abbreviations
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Term OpenCA Object Name

CertificationAuthority CAServer

RegistrationAuthority RAServer

RA Operator RAOperator

Note: The reader should notice the difference between the CA as an organisation or a company
and the CA as CAServer. Currently, we do not differentiate explicitly and the user has to identify
the correct meaning by the context.

Note: In several parts of the documents we use the terms Certificate Signing Request and re-
quests to describe the same thing. The latter term is common in programming contexts.

7.2.3. Software packages
This is thebasicsoftwareusedto implementOpenCA.Current(May, 2000)versionsaredepicted

in thetablefollowing thelist.

1. CompatibleOperatingsystemlikeLinux ®, availablefrom http://www.linux.org9

2. OpenSSL,availablefrom http://www.openssl.org10

3. ApacheWWW Server, availablefrom http://www.apache.org11

4. mod–sslApachemodule,availablefrom http://www.modssl.org12

5. OpenLDAP, availablefrom http://www.openldap.org13

We subsequentlyinstall the OpenCAsoftware.At the time of writing, the latestversionis 0.2.0,
availableat http://www.openca.org/download.shtml14

Table 7-2.Curr ent Versionsof OpenCA prerequisitesoftware

Software Current version

RedHat®Linux 6.2

OpenSSLSSL/TLSsoftware 0.9.5a

ApacheWWW Server 1.3.12

modsslSSL/TLSApachemodule 2.6.4
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Software Current version

OpenLDAP LDAP software 1.2.10

Perlinterpreter 5.6.0

7.2.4. Functionality of the CA Server (CAServer)
Thefunctionalityof theCertificationAuthority Server is:

ThesourcecodedescribestheCA serverasCAServer.

Thefollowingsectionsandsubsectionsaretheoptionspresentedto theuserby theWWW interface
to administertheCA. This interfaceis therecommendedmethodof administration.

Note: The content of this section is subject to change in the future.

7.2.4.1. Initialisation / CA Management

• Generatenew CA privatekey

This procedureis describedin Section4.3.1. Generatinga new secret(private)key for a CA
andoverwritingtheold oneis animportantprocedure,sincepreviously–issuedcertificatesbecome
invalid. Theuseris warnedthatthecurrentCA privatekey will beoverwritten.

Note: In fact, with the current version of OpenCA, the previous current key is not overwritten,
as the software saves the current key in a file with an extension of .old. However, previous any
previous keys are overwritten.

Theuseris promptedwith a dialogbox for theCA secretkey. This CA secret key is in fact the
pass–phrasethatprotectstheCA privatekey. For example,if we useRSA asthepublic key algo-
rithm, thekey generationproceduregeneratesasetof very largenumbers.A partof themconstitute
the privatekey. This informationmustnot be compromised.In orderto make it moresecure,we
encryptthis informationwith a block cipherlike DES,Triple–DESor IDEA. Subsequently, when
thereis a needto have the valueof the privatekey, the applicationasksus for the pass–phrase,
decryptstheencryptedprivatekey, andusesit.

Note: Safe choices for an encryption algorithm are Triple–DES (3DES or sometimes written
DES3) and IDEA. DES is not considered a safe choice, unless key recovery is an issue. :)
Apart from the joke, the user should be aware that using high–grade encryption does not mean
that the system is secure. All components of a system need to be secure in order to have a
secure system. In the case of OpenCA, there are a lot of components.
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Note: It is common practice that once the private key is used by the application, it should
not be kept in the computer’s memory any longer. When there is a need for the private key, the
application should ask for it. This is more secure but requires human intervention when there
is a need for the private key. For example, when we need to restart a server.

Next theuseris askedfor thesizeof theCA key in bits.This is thesizeof N in RSA,theproduct
of thetwo largeprimenumbers.Thisaffectsthesecurityof theCertificationAuthority.

A choiceof 512bits is not consideredsafewhile oneof 1024bits is consideredrelatively safe.
2048bits areconsideredto bea securechoicewith current(May, 2000)informationaboutfactori-
sation.

Note: Consider that when the key length rises, so does the time needed to generate and do
operations with the keys. For instance, on a Pentium® Pro computer, generating a key of size
1024 bits requires approximately 3 seconds; 2048 bits requires around 13 seconds. The tests
were carried out using the OpenSSL software and running the Linux® operating system. Key
generation takes place once in the lifetime of the key. Other operations, like the signing and
verification of digital signatures, take place more frequently and remain to be benchmarked.

Note: With Pentium® II or better computers, the size of 2048 bits is both a fast and secure
choice. Once we click OK, the key–generation takes place. This takes several seconds. The
user should wait for it to complete.

Youcanfind a sampleencryptedprivatekey in PEM formatatSectionB.1.

• Generatenew CA CertificateSigningRequest

This is theproceduredescribedin Section4.3.2. Essentially, thecertificaterequestis generated
to belaterself–signedwith thepublickey of theCA, generatedwith thepreviousoption.

• ExportCA CertificateRequest

ThisoptionexportstheCA certificaterequestgeneratedabove.A file is createdin thefile system
thatcorrespondswith theCSR.

• GenerateSelf–SignedCA Certificate

This optionusesthegeneratedCSRto createtheCA Certificate.It signsit with thepublic key
of theCA.
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• ExportCA Certificate

This option exports the generatedCA Certificateor as it is sometimescalled, the Root CA
Certificate.Copiesof this Certificateshouldbegivento thepublic.

7.2.4.2. Requests

• Import requests

This importsrequests(CSRs)for signingto theCA. TheRAServer Administratorhasusedthe
Export requests commandto export the CertificateSigningRequeststo, possibly, a removable
medium.With this command,theCAServerAdministratorwill retrieve themfor signing.

• Pendingrequests

This shows the pendingrequeststhat resideon the CA. We shouldnote that as requestwe
describetheCertificateSigningRequest.Pendingrequestsaretherequeststhathavebeenuploaded
to theCertificationAuthority andwait to besigned.

Note: The same terminology, pending requests is used on the Registration Authority with
a different meaning. On the Registration Authority, a pending request is a Certificate Signing
Request that remains to be approved by the Registration Authority Administrator and be sent
over to the Certification Authority.

• DeletedRequests

Thisshowsthedeletedrequeststo theCA. A CertificateSigningRequestthathasbeenuploaded
to theCertificationAuthority maynotbefinally grantedpermissionandbesigned.With thecurrent
layoutof therelationshipof theCAServer andtheRAServer, theRAServer signseachCertificate
SigningRequestwith its own privatekey. TheCAServer checksthesignatureandif it is verified,
it createstheCertificate.Otherwiseit deletesit andit is shown here.

• RemoveDeletedRequests

This removesthe deletedrequestsfrom the CA. It meansthat the requestsarephysically re-
movedfrom thefile systemof theCAServer.
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7.2.4.3. Certificates

• IssuedCertificates

Thisshowsall Certificatesever issuedby theCertificationAuthority.

• ExportCertificates

ThisexportstheCertificatesto aremovablemediain orderto bedeliveredto theRAServer. It is
theresponsibilityof theRAServer to distributetheCertificatesto theindividualowner.

7.2.4.4. Certificate Revocation List CRL

• ExportCRL

ThisexportstheCertificateRevocationList to theRAServer. TheRAServerhastheresponsibil-
ity to make theCertificateRevocationList known andavailableto theindividualusers.

7.2.5. Functionality of the RA Server (RAServer)
This is thefunctionalityof theRegistrationAuthority (RAServer) Server. Thevariouslocal Reg-

istrationAuthority Operatorscommunicatewith this intermediaryon behalfof theusers’requests,in
orderto have accessto the CA. No usercommunicatesdirectly with the RA server. The RA server
shouldbeplacedat a very high securitylevel to preventunauthorizedaccess.TheRA Server is ad-
ministeredby theRegistrationAuthority Administrator. Theactionsavailablearelistednext.

While perusingthe sourcecode,you will seethe principal RegistrationAuthority Server to be
describedasRAServer.

Note: The content of this section is subject to change in the future.
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7.2.5.1. Requests

• ExportRequests

Exporttheapprovedrequeststo theCAServer.

• PendingRequests

Show CertificateSigningRequestswaiting for approval by the RAServer Administrator. Ap-
proval canbebasedto IdentificationDocumentsor othercredentials.

• ApprovedRequests

Show CertificateSigningRequeststhathavealreadybeenapprovedby theRAServer Adminis-
trator. TheseCertificateSigningRequestswill besentto theCAServer usingtheExport requests
function.

• RemoveExportedRequests

Theapprovedrequests,oncethey areexportedto theCAServer, canberemovedwith thisoption.

7.2.5.2. Certificates

• Import CA Certificate

This imports the CertificationAuthority Certificateandsaves it on the local filesystem.This
copy of theCertificatewill bepublishedusingtheadjacentcommandsto theinterestedparties.

• Import New Certificates

This importsthenewly signedCertificatesfrom theCAServer. TheCertificatesarecopiedto the
local file system.

• ExportCertificatesontoLDAP

ThiscommandexportstheCertificatesto thespecifiedLDAP server. Theuserswill retrievetheir
Certificateby accessingtheLDAP server, ratherthencontactingdirectly theRAServer.
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7.2.5.3. Certificate Revocation List CRL

• Import CRL

This importstheCertificateSigningRequestfrom theCertificationAuthority so that it canbe
published.

• ExportCertificateRevocationRequests

This commandexportsapproved RevocationRequeststo the CAServer. Then, the CAServer
revokestheseCertificates.

7.2.5.4. Miscellaneous Utilities

• Sende–mailto usersfor newly–issuedcertificates

This informs the usersthat the Certificatehasbeenpreparedand that they shouldfollow the
indicatedprocedureto collect it.

• DeleteTempfiles (After importingcertificates).

This is a clean–upcommand.With thecurrentimplementationof OpenCA,whentheusersare
beingsenta notification,temporaryfiles arecreatedto indicatethee–mailto besent.If thesefiles
arenot deleted,then,on thenext batchmailing,userswho have alreadyreceiveda notificationare
notifiedagain.

7.2.6. Functionality of the RA Operator s (RAOperators)
ThePublicServers,––theserversthattheusersactuallyhaveaccessto ––aresecurely–configured

servers that ask for Certificates,deliver them, and so on. This is the only entry point to the CA
infrastructurefrom theInternet.
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ThesourcecodedescribesthelocalSecureRA serversasRAOperators.

Note: The content of this section is subject to change in the future.

7.2.6.1. Get Root CA Certificate

This allows theuserto import the root Certificateof theCertificationAuthority into thebrowser.
This is a basicandimportantprocedure.It takesplaceoncein the life–time of theCertificationAu-
thority Certificate.Other documentationdescribesthis Certificateas the Root Certificate. It is the
startingpoint to enabletheclient to communicatesecurelywith theCertificationAuthority.

7.2.6.2. Certificate Revocation Lists

ThisbringsuptheCertificateRevocationList page.HeretheCertificateRevocationList, produced
by theCertificationAuthority is importedinto thebrowseror otherapplication.

• OpenCA’sCertificateRevocationList (DER format)

With this option,a browser–importableCertificateRevocationList is generatedto beautomati-
caly includedin theCRL list of thebrowser. TheCRL is in theDER format.

• OpenCA’sCertificateRevocationList (PEMformat)

With this option, the CertificateRevocationList is generatedinto the PEM format.Similar to
above.

• OpenCA’sCertificateRevocationList (TXT format)

With thisoption,theCertificateRevocationList is generatedinto text format.Thefile generated
by this commandcanbeverybig.

7.2.6.3. Request a Certificate

Initiate theprocedureto requestacertificate.
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7.2.6.4. Get Requested Certificate

This allows theuserto retrieve theissuedcertificateandsubsequentlyimport it to theapplication.
The userhasreceived thenotificatione–mailfrom the RegistrationAuthority andis promptedwith
intructionsto retrieve theCertificate.In thee–mail,thereis a serialnumberof theCertificatethathas
to bepresentedto theRAOperatorin orderto retrieve theCertificate.Theserialnumberservesasan
identificationasto which Certificatewill beretrieved.It is not usedfor authenticationpurposes.

7.2.6.5. Issued Certificates List

Thisoptionpresentsa list of theissuedcertificatesof thisCertificationAuthority.

7.2.7. Status of the OpenCA Project
TheOpenCAProjectis evolving quickly. Thecurrentversionat thetimeof writing (May, 2000)is

0.2.0.Latestreleaseinformationcanbefoundat theOpenCAStatus15 page.

7.2.8. Future OpenCA work
Thissectiondescribesthefuturework neededfor OpenCA.

• Thecurrentlayoutof OpenCA(seeFigure7-1) is not yet scalableto supportmultiple CAServers
or RAServers.Currentlythis is not a high–priority issueasit is moreimportantto comeup with a
simple,secure,andcleanimplementationof a CA.

• Do morework on theLDAP support.

• Also, therearescalability issueswith high usageof OpenCA.The currentimplementationuses
PerlCGI scripts.Thesescriptsinvoketheopensslapplication.Theoverheadof invokingthesetwo
big executables(perlandopenssl)is considerable.Dependingon thehardwareconfiguration,there
is a limit wherethephysicalmemorybecomesexhausted.Thesystemstartsswappingheavily and
theloadgoeshigh.

Possiblesolutionsherewould beto make useof mod-perlfor theApacheWWW Server. This
addsa new componentthatneedsto beincludedin a futuresecurityreview.

Calling theOpenSSLlibrary would bemuchmoreefficient thaninvoking theopensslapplica-
tion. BothPerlandC supportlibrary functioninvocation.

• In the currentOpenCAlayout (seeFigure7-1) the CAServer is shown to not be networked. It
communicateswith theRAServer usingremovablemedia.Therecouldbea solutionthatallows a
networkedconfigurationandmaintainsahigh degreeof security.
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• A test–suiteis neededto testtheinstallationfor correctnessandprovideanestimationof thoughput
capabilities.For the current implementationof OpenCAapplicationslike cURL could be used
to write a test–suite.cURL supportsSSL/TLSconnections.It is an open–sourcecommand–line
application.It is foundatcURL - Client to fetchURLs 16 link.

• OpenCAsoftwareandits componentsrequirea securityreview.

• Smartcardscould be usedin The OpenCAProject.Linux® supportssmartcards.Information
is at MUSCLE SmartcardHomePage17. MUSCLE supportsPC/SCandOCF(throughJNI). The
PC/SCsupportis morecompleteandcouldprovidethenecessaryperformanceneeded.Also, it can
beaccessedthroughPerlandC.

• OpenCAcould be implementedin variousother languages.The decisionfor this shouldbe the
weighingof thebenefitsandthesource–codefork problem.

• Internationalisationof OpenCA.Thiscouldbeaccomplishedwith thegettext supportthatperlhas.
However, this shouldwait until thesoftwarehasbeenstabilised.

7.3. The Oscar Public Key Infrastructure Project
Oscaris a projectof theDistributedSystemsTechnologyCenterof theQueenslandUniversityof

Technologyto createapublic–key infrastructure.It implementsthecryptographicfunctionsusingdi-
rectly theGMPlibrary, unlikeotherimplementationsthatuseOpenSSL.Theprogramminglanguage
chosenis C++.

Thelicensingof Oscarallows thenon-commercialusageof thesoftware.To useit commercially,
oneneedsto obtaina license.This is notcompatibleto eithertheGNU or theApachestylelicense.

7.4. Jonah: Freeware PKIX reference implementation
Jonahis a freeware(term usedby IBM, it is not mentionedas open–source) implementationof

the availablePKIX standardsfor a public–key infrastructure.It is oneof the implementationsthat
wasdesignedto follow thePKIX standardsfrom thebeginningandit generatedimportantfeedback
to the standardisationprocess.The coreof Jonahis written in C++ andthe server componentsare
accessedusingJava applets.The C++ codeis compatiblewith Windows NT, SolarisandAIX. We
mustemphasisethatJonahwaswritten basicalyfor theinternalpurposesof IBM andits subsidiaries
LotusandIris asan interoperabilitytool betweendifferentimplementationsandto bepartof future
IBM products.

Thereis no Linux port yet, andthis canbeattributedto several issues.Thedevelopmentenviron-
mentchoseninitially wasmakinguseof theMKS Toolkit, which providesa Unix-like environment
to Windows NT. In thenext version,theODE environmentwaschosen.Both areincompatiblewith
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Linux andrequiresomework to make themwork together. Additionally, for thecryptographicsup-
port onewould needto usetheCylink crypto libraries,which at themomentwereexport restricted.
In thenext version,theretheBSafeToolkit from RSA Securitywaschosen.Cryptographically-wise,
BSafeis muchmorematureandpopular. However, it is a commercialproductandit remainsto have
investigatedits licensingissues.

Jonahprovidestransparency to the choiceof cryptographicsupportby makinguseof the Com-
monDataSecurityArchitecture(CDSA). TheCommonDataSecurityArchitecture(CDSA) is a set
of layeredsecurityservicesandcryptographicframework that provide the infrastructurefor creat-
ing cross-platform,interoperable,security-enabledapplicationsfor client-server environments.The
CDSA solutionscover all theessentialcomponentsof securitycapability, to secureelectroniccom-
merceandotherbusinessapplicationswith servicesthatprovidefacilitiesfor cryptography,certificate
management,trustpolicy management,andkey recovery. CDSAwasdevelopedby Intel andis being
standardisedby OpenGroup.

Jonahis not distributedwith thefull functionalitydueto thecryptoissues.To beprecise,Jonahis
not availableat themomentdueto a mysteriouslicensingissuewith theCDSA support.It is claimed
that Intel, by releasingversion2 of CDSA, hasmadetheversionof CDSA usedby Jonahillegal to
distribute.Thelastfreedistributionof Jonahwasusingversion1.2of CDSA.

Jonahis distributedunder this18 license.

7.5. Mozilla Open Sour ce PKI projects
Currently, thesoftwareapplicationthatmakesmostuseof PKI technologyis theWWW browser.

This importancewas realisedby Netscapeand haslead to the creationof two libraries to aid the
unifiedsupportof cryptographyandsecurityfor boththebrowserandserversoftware.Theselibraries
aretheNetwork SecurityServices(NSS)andthePersonalSecurityManager(PSM)andprovide the
functionalityof a PKI.

Theselibrariesarealsoplaguedwith theexport–controlregulationsandcurrentlyit is undercon-
siderationto receive an export license.However, in this case,thereis an additionalproblemwith
thepatentsandthe licensesthatcoverspartsof thecryptographicsoftwarethatmakesthereleaseof
the sourcecodeeven moredifficult. Currently, the sourcecodedistributeddoesnot containthe full
functionality andthus,cannotbecompiled.The resultof this procedureremainsto be seen.On the
otherhand,binaryversionof theselibrariesarebothavailableandexportablefrom theUS.For more
informationon thelicensingandcryptoissues,thereis anappropriateMozilla CryptoFAQ19.

Theselibraries(with the exclusionof codeon crypto andpatentedcomponentsby third–parties)
arecoveredby theMozilla PublicLicense20 andtheGNU GeneralPublicLicense21. Theuseis free
to chooseunderwhich of thetwo licensesto usethesourcecode,eithertheMPL termsor theGPL
terms.
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7.5.1. Personal Security Manager (PSM)
PersonalSecurityManager(PSM) is a client-independentdesktopsecuritymodule.It performs

PKI operationson behalfof desktopclient applications,including certificateandkey management,
SSL,S/MIME, cryptographictokensupport,andcentralizedadministration.

More informationcanbefoundat the PersonalSecurityManager(PSM)22 WWW page.

7.5.2. Network Security Services (NSS)
Network SecurityServices(NSS)is a setof librariesdesignedto supportcross-platformdevelop-

mentof security-enabledserverapplications.Applicationsbuilt with NSScansupportSSLv2 andv3,
TLS, PKCS#5,PKCS#7,PKCS#11,PKCS#12,S/MIME, X.509v3 certificates,andothersecurity
standards.

More informationcanbefoundat the Network SecurityServices(NSS)23 WWW page.

7.5.3. JavaScript API for Client Certificate Management
As partof thePersonalSecurityManager, anew JavaScriptAPI for ClientCertificateManagement

hasbeenimplemented.The effect of this is that specificclient PKI functionality canmove to the
browser, allowing implementationslike Section7.2andSection7.1to fully takeadvantageof it.

This is thefunctionalitysupportedby PSMversion1.0.

1. Userfill out enrollmentform.

2. Useractioninitiatesscript(for example,pressingsubmit).

3. Thescriptcallsthekey–generationmethod.

4. EncryptionandSigningkey–pairsaregenerated.

5. TheEncryptionPrivateKey is wrappedwith thethepublic key of theKey Recovery Authority
(KRA). Thepublic key of theKRA is passedin in the form of a certificateaspartof thescript
andis checkedagainsta pre–installedcertificatecopy in thelocal certificatedatabase.

6. BoththeEncryptionandSigningPublickeys,thewrappedencryptionpublickey andatext string
from thescriptaresignedby theuser’s SigningPrivateKey. Thetext stringcancontainnaming
or enrollmentinformation.

7. Thesignedinformationis returnedto thescript(from thePSM).

8. Thescriptsubmitsthesignedinformationandothernecessaryinformationto theCA/RA.

9. TheCA/RA verify thesignatureof thesignedinformation.

10. TheCA/RA validatetheidentityof theuser.

11. TheCA/RA sendsthewrappedEncryptionPrivateKey to theKRA.
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12. TheKRA sendsescrow verificationinformationbackto theCA.

13. TheCA createsandsignsthecertificates.

14. TheCA sendsthecreatedcertificatesbackto thePSM–capablebrowser.

15. Thecertificatesarestored.

More informationcanbe found at the JavaScriptAPI for Client CertificateManagement24 WWW
page.

7.6. MISPC Reference Implementation
The National Instituteof Standardsand Technologyof the U.S. government(NIST) developed

the Minimum InteroperabilitySpecificationsfor PKI Components(MISPC),Version125 with theas-
sistanceof tenpartners:AT&T, BBN, Certicom,Cylink, DynCorp,IRE, Motorola,Nortel (Entrust),
Spyrus,andVerisign.Thespecificationincludesa certificateandCRL profile, messageformatsand
basictransactionsfor a PKI issuingsignaturecertificates.Also, it includessupportfor multiple sig-
naturealgorithmsandtransactionsto supportabroadrangeof securitypolicies.

Along with thespecification,thereis a referenceimplementationthatis availableonly by ordering
a CDROM from NIST. The CDROM doesnot containsupportfor the cryptographicmodule.This
implementationappearsto runonly onWindows.Thesourcecodeis in C++.

Moreinformationonthereferenceimplementationcanbefoundatthe MISPCReferenceImplementation26

WWW page.

Notes
1. http://sites.inka.de/ms/python/pyca/

2. http://www.openca.org

3. http://oscar.dstc.qut.edu.au/

4. http://www.foobar.com/jonah/

5. http://www.mozilla.org/projects/security/pki/

6. http://csrc.nist.gov/pki/mispc/welcome.html

7. http://www.python.org

8. http://www.gnu.org/copyleft/gpl.html

9. http://www.linux.org

10. http://www.openssl.org

11. http://www.apache.org

12. http://www.modssl.org
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13. http://www.openldap.org

14. http://www.openca.org/download.shtml
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17. http://www.linuxnet.com/
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19. http://www.mozilla.org/crypto-faq.html

20. http://www.mozilla.org/MPL/
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Chapter 8. How to get software suppor t
Open–sourcePKI implementationsuseotheropen–sourceapplicationsandlibrariesasshown in

Section4.1.1. Wegivegeneralpointersto thedifferentcomponentsthatatypical implementationmay
use.

Table 8-1.WWW Support Locations

Software Suppor t page

RedHat™Linux RedHat™LinuxSupportCenter1

SuSELinux SuSESupportPage1

Caldera™Linux Caldera™SupportPrograms1

DebianLinux DebianSupportPage1

Corel™Linux Corel™Support1

OpenSSLSSL/TLSsoftware OpenSSLSupportPage1

ApacheWWW Server ApacheDocumentation1

modsslSSL/TLSApachemodule SupportForums1

OpenLDAP LDAP software TechnicalSupport1

Perlprogramminglanguage EnterpriseSupport1
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Chapter 9. Suppor ted Crypto hardware and
Software architectures

Weprovideashortlist of compatiblewith Linux hardwarethatcanbeusedfor theimplementation
of a PublicKey Infrastructure.Currentlywe focuson cryptohardwareaccelerationexpansioncards
andsmartcards.

For thesuccesfulluseof smartcards,aprogramminginterfaceto thesmartcardneedsto beimple-
mented.Currently, therearetwo suchstandardsthatdescribeinterfacesto accessa smartcardfrom a
computer. Thefirst is PC/SC1 whichwasoriginally developedfor theWindowsplatformandthelatter
is theOpenCardFramework (OCF)2 which is a cross–platformsolution,sinceit usesJava.

9.1. TrustW ay Crypto PCI 2000
Bull3 manufacturesa cryptographicacceleratorcalledTrustWay CryptoPCI 2000. Cryptographic

acceleratorsandotherhardwaredevicescanbe accessedfrom the applicationsusing the Common
DataSecurityArchitecture(CDSA).Bull hascreatedaLinux implementationof CDSAandis selling
a VPN productthatbundlesboth the implementationandthehardwaredevice.For moreon CDSA,
pleasereadSection9.7. For the part of the cryptographicaccelerator, it canbe sold seperatelyfor
about2500Euros.

9.2. PowerCr ypt Encr yption Accelerator
GlobalTechnologiesGroup,Inc.4 sellsthePowerCryptEncryptionAccelerator, ahardwarecrypto

acceleratorthat is compatiblewith OpenBSD,FreeBSDandLinux. It is basedon the HiFn 77515

cryptoaccelerationchip that is compatiblewith theIPsecstandards.Currentlyit only supportssym-
metriccryptographywhile assymetriccryptographyis plannedfor thefuture.

9.3. CryptoSwift eCommer ce Accelerator
Rainbow Technologies6 manufactureasetof cryptographichardwareproductsandthey offer good

supportfor open–sourceoperatingsystems.Oneof their productsis the CryptoSwift eCommerce
Accelerator7, which is ahardwarecryptoacceleratorthatsupports,amongothers,RSA,DSS,random
numbergenerationandsecurestorageof privatekeys.For Linux, abinarykernelmoduleis included.

At Rainbow’s ISG Labs8, onecanfind performancedataandotherinformationrelatingto bench-
markingof theproductin commontestcases.For open–sourceapplications,a comprehensivestudy
On theperformanceof Stronghold/Apache+SSLsecurewebservers9, shows significantgainsusing

hardwareacceleration.
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Interestedpartiescanapplyto qualify for a democard10. They needto describea projectthat they
will beundertaking.

Finally, thereis the CryptoSwiftSoftwareDevelopmentKit 11 to aid thedevelopmentof hardware
cryptoacceleratedsoftware.

9.4. Movement for the Use of Smar t Cards in a Lin ux
Envir onment (MUSCLE)

MUSCLE12 providessupportfor smartcardsfor theLinux operatingsystem.Among the project
goalsarethe implementationof thePC/SCstandardfor accessingsmartcards,betterS/MIME inte-
grationwith the Netscapebrowser, driversfor cardsandcardreadersandPAM supportsmartcard
authentication.Additionally, thisPC/SCimplementationcanbeusedasanabstractionlayerto enable
OCFapplicationsto operate.

9.5. Lin ux Smar t Card Star ter’s Kit from Schlumber ger
Schlumberger13 producestheCyberflex14 rangeof smartcards.TheflagshipCyberflex™ cardcur-

rently is theCyberflex™Accesssmartcardandit supportsstrongcryptography. Schlumbergeroffers
the Cyberflex for Linux Starter’s Kit 2.115 which is a collectionof hardwareandsoftwareneeded
to programthe SchlumbergerCyberflex Accesscardson Linux. The sourcecodeof the softwareis
includedin theKit. Theproductshipswith two Cyberflex AccessCards,Class00,AugmentedCrypto
andmaybepurchasedwith or without theReflex 64 SerialPortSmartCardReaderwith a PIN Pad.

9.6. The gpkcs11 PKCS#11 open–sour ce
implementation

gpkcs1116 is animplementationof thePKCS#11:CryptographicTokenInterfaceStandard, avail-
ableundertheLGPL distribution license.

PKCS#11definesan interfacefor the communicationof arbitraryapplicationswith systemsthat
performcryptogrphicoperations,like encryptionanddecryption,signingandverifying. Thesesys-
tems,calledtokens, maybesmartcards(with appropriatereader),discretehardwaresystemsor pure
softwareimplementations.

Thegpkcs11softwareis intendedto beusedby softwaredevelopersto integratePKCS#11support
to their applications.It is currentlyunderdevelopmentandat themomentof writing this document,
thelatestversionis 0.6.1.
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9.7. Common Data Security Architecture (CDSA)
CDSA17 easesthe processof addingsecurityto software products.By writing to one common

API, a softwaredevelopercanaddauthenticationservices(suchassmartcardreaders),encryption
services(suchasDES)andtheability to managesecurityprocesses(key recovery, export restrictions,
preventionof attackson theinternalsoftwarepieces).

CDSA is aspecificationdevelopedby Intel andthecurrentversion,version2 hasbeenadoptedby
theTheOpenGroup18 asanOpenGroupTechnicalStandardin 1997.TheCDSAstandardis available
in hard–copy andelectronicform (HTML andPDF)from the CommonSecurity:CDSAandCSSM,
Version2 (with corrigenda)19 pageat theTheOpenGroupwebsite.

Currenly, thesourcecodeof CDSAisavailablefor theWindowsplatform.Intel,alongwith Caldera
Systems20 andtheBull TrustWise21 organisationaredevelopinga Linux port of CDSA andit is ex-
pectedthatit will beavailablein September2000.

In orderfor CDSA to beusablein Linux, it needssoftwarecryptographicsupportfor symmetric
andasymmetriccryptographicalgorithms.For thepreviousversionof CDSA,version1.2, therewas
no publicly availablecryptographicsupportor CryptographicServiceProvider (CSP)asit is called.
CSPscancomein two flavours,hardwareimplementationonanexpansioncardor asoftwareversion.
For developmentpurposes,it is importantto haveat leasta softwareversion.

CDSA hasadaptationlayersto useexisting cryptographysoftwarefor CSPsandit is possible,in
thecasethereis no native CDSA CSPfor Linux, to useonethathasOpenSSLasthebackend.Such
a CSPbasedon OpenSSLwasannouncedon the Jonahmailling list, however the correspondance
e–mailto thefreee–mailaccountdoesnotseemto beactive.However, with thenewerrevision1.3of
CDSA 2.0, thereis official supportfor useof OpenSSLasa plug–infor a CSP. This is very positive
news for thesoonto comeLinux port.

Among the future plansfor the implementationof CDSA 2.022 is the Linux supportfor the Ita-
nium™processor.

The implementationof CDSA 2.0 that is provided by Intel is distributedunderthe Intel Open
SourceLicense23 which is theBSD license24 with anadditionalexport notice.This licensehasbeen
reviewedandapprovedby theOpenSourceInitiative(OSI)25, sothis implementationof CDSAis OSI
CertifiedOpenSourcesoftware.

9.8. Single Sign–on
SingleSign–On(SSO)is a mechanismwherebya singleinitial actionof userauthenticationand

authorisationcanpermit theuserto accessall computerresourceswhereshehasaccesspersmission
without theneedto authenticate/authorisesubsequenttimes.

Among thebenefitsof SSOis the transparency of usageof a computersystemwherefull access
control takesplacebut the useris not encumberedby repeatedauthenticationsandauthorisations.
SSOin a nutshellrequiresapplicationsto usea commonsecuritymechanismandmake useof the
usercredentialsfor all thesessionaccesscontrolrequirements.
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TheTheOpenGroup26 hasstandardisedthePluggableAuthenticationMechanism(PAM) andthe
correspondingstandardis availableat the X/OpenSingleSign-OnService(XSSO)27 page.A general
descriptionof theSSOstandardcanbefoundat the SingleSign-On28 page.

9.9. The KeyMan PKI Management Tool
KeyMan29 is amanagementtool for theclient sideof thePublicKey Infrastructure.

KeyMan is a managementtool for theclient sideof thepublic key infrastructure(PKI). KeyMan
manageskeys,certificates,certificaterevocationlists (CRLs),andtherespective repositoriesto store
and retrieve theseitems.The full life cycle of certificatesis supportedand processesinvolved in
handlingusercertificates.

KeyMan featuresat a glance:

• Full supportof usercertificatelife cycle

• Managementof variouskey/certificaterepositories

• Supportscryptographictokensvia PKCS#11interface

• Ready-to-gosupportfor IBM SmartCardfor e-Business(IBM JavaCard)

• X.509/PKIX (certificatesV3, CRLsV2) supported

• Compliantwith PKCSstandards(#7,#10,#11,#12)

• SupportsNetscapecertificaterequests(SPKAC)

• Integrationwith VeriSignandotherCAs

• 100%Java, runsonJDK 1.1/1.2

• Easyto useGUI

KeyManwasdevelopedby ThomasEirich 30 of theIBM Zurich ResearchLaboratory.

9.10. Distrib uted Audit Service (XDAS)
Thepurposeof securityauditservicesis to providesupportfor theprincipleof accountabilityand

detectionof security-policy violationsin distributedsystems.TheXDAS specificationdefinesasetof
genericeventsof relevanceat a globaldistributedsystemlevel, anda commonportableaudit record
format to facilitatethe merging andanalysisof audit informationfrom multiple componentsat the
distributedsystemlevel. Four groupsof APIs areprovidedto accomplishthis. SourceXDAS Open
GroupPreliminarySpecificationpage31.

TheHTML andPDFversionof theabove specificationis availablefrom theXDAS OpenGroup
PreliminarySpecificationpage32. A hardcopy is alsoavailablefor purchasefrom thesamepage.
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9.11. Generic Security Service API (GSS-API)
GSS-APIis a applicationprogramminginterfacethatprovidessecurityservicesto software.The

definition of the API allows differentsoftware to be written andwork on all compliantGSS-API
library implementations.GSS-APIis definedin RFC1508andRFC1509.

9.12. Simple Network Time Protocol (SNTP)
SNTPis anadaptationof theNetwork Time Protocol(NTP) usedto synchronisecomputerclocks

in theInternet.SNTPis describedin RFC1769.

9.13. Lightweight Director y Access Protocol (LDAP)
LDAP is a protocolusedto accessdirectoryservices.It wasoriginally designedto be usedwith

theX.500directory. However, it is currentlyusedasa genericdirectoryaccessprotocol.Thecoreof
LDAP is describedin RFC1777.

9.14. S/MIME CMS [TODO]
S/MIME definesaframework within whichsecurityservicesmaybeappliedto MIME bodyparts.

S/MIME is describedin RFC1847.

Notes
1. http://www.pcscworkgroup.com/

2. http://www.opencard.org

3. http://www.bull.com

4. http://www.powercrypt.com/

5. http://www.hifn.com/

6. http://www.rainbow.com

7. http://isg.rainbow.com/products/cryptoswift.html

8. http://isglabs.rainbow.com/

9. http://isglabs.rainbow.com/isglabs/shperformance/SHPerformance.html

10. http://isg.rainbow.com/qrf_free.html

11. http://isg.rainbow.com/products/cs_3.html
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12. http://www.linuxnet.com/

13. http://www.slb.com/

14. http://www.cyberflex.slb.com/

15. http://www.cyberflex.slb.com/Support/support-linux.html

16. http://www.trustcenter.de/html/Produkte/TC_PKCS11/1494.htm

17. http://developer.intel.com/ial/security/

18. http://www.opengroup.org

19. http://www.opengroup.org/publications/catalog/c914.htm

20. http://www.caldera.com/

21. http://www.servers.bull.com/trustway/

22. http://developer.intel.com/ial/security/plans.htm

23. http://developer.intel.com/ial/security/viewlicense.htm

24. http://www.opensource.org/licenses/bsd-license.html

25. http://www.opensource.org/

26. http://www.opengroup.org

27. http://www.opengroup.org/publications/catalog/p702.htm

28. http://www.opengroup.org/security/sso/index.htm

29. http://www.alphaworks.ibm.com/tech/keyman

30. mailto:eir@zurich.ibm.com

31. http://www.opengroup.org/pubs/catalog/p441.htm

32. http://www.opengroup.org/pubs/catalog/p441.htm
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Includeinfo from "10 risksonPKIs", ellison/schneier. [TODO]

Securityof a systemis equalto the"security"of it’s weakestlink. Peopledon’t usuallyseeall the
links. Peopledon’t countboth network/humanfactors.From eachdiscipline,they stressthe factor
they havefamiliarity.

Shouldwe have CA AND RA? Network securitysaysit’s safer, layeredsecurity, hierarchy, etc.
Theoreticppl saysnomuchdifference,or it is worseto havetwo different.Standards(PKIX) propose
to useanRA, althoughdo not oblige.

Watchtheinteractionsof yoursystemto secureit.

Humanfactoris greatlyignored.CSdisciplinesignorethestudyastoo law-bound,non-CSdisci-
plinesdon’t have thewholepicture.Is it importantto studythis one?Cantraditionalmethodssolve
theproblem?

Who hastheprivatekey? It’s storedin a securitymodule,right? If it fails,whathappens?Have a
backup?To storein differentlocations(geographically)?Therewasa recentrelevantdiscussionon
thosetwo MS keys.

We cannotdraw thewholepictureat once.We needto do it stepby step.Open-Sourcereference
implementations,widely/wildly usedcanshow theway. Needto testandanalysefeedback.

WeneedSSOsoftware,openprojecthasPAM draftandit looksnice.Thereis a"killer" applicance
from SambadevelopersthatdoesSSO?

CDSA version2 is very niceandstandardised.openprojecttambien.Bull.fr hastheresponsibility
for theLinux port or implementation,alongwith Intel. Resultspromisedin September2000.

In theDepartmentof DefenseAppropriationsBill of theUSfor theyear2001thereis adescription
of the budgetallocations.The documentmentionsthe budgetfor theusageof PKIs andthe recom-
mendationis for $18.6mUS dollars.It is importantto noticethat the descriptionof the expenseis
InformationAssurance. Thedocumentis availablefrom theHouseReportsOnlinevia GPOAccess1

link asreportnumber106-644.

Notes
1. wais://wais.access.gpo.gov
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Chapter 11. Benefits of an Open–Sour ce PKI
implementation[T ODO]

We areproviding a list of thebenefitsthatanopen–sourceimplementationof a PKI would have.
We are investigatingwhethersuchan implementationwill make an impact to the standardisation
process,to theadoptionto PKIs,to theissueof interoperabilityamongotherimplementationsandthe
courseof e–commerce.

A paperpresentedby the developmentteambehindJonah(TODO Add to bibliography)showed
severalareasof thestandardsthatneededcorrectionor clarification.

An easilyaccesibleandunencumberedPKI will let Internetusersevaluatethebenefitsof transpar-
entsecurity.

TheJonahcaseprovedvaluableto thetestingof interoperabilitybetweenPKI implementations.

E-commerceandPKIs?
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Chapter 12. Trademarks
Linux® is a registeredtrademarkof LinusTorvalds.

RedHat™is a trademarkor registeredtrademarkof RedHat,Inc. in the United Statesandother
countries.

Pentium®is a registeredtrademarkof Intel.

ThemodsslFAQ is copyrightedby Ralf S.Engelschall1.

All other trademarksandregisteredtrademarksin this documentareownedby their respective
companies.

Notes
1. http://www.engelschall.com/
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Chapter 13. Contrib utions
ThechapterChapter2 hasbeentakenfrom the SSLeayCertificateCookbook1 writtenbyFrederick

J.Hirsch.

ThechapterChapter6 is basedon the documentdraft-ietf-pkix-roadmap andotherdocu-
mentsproducedby thePKIX Working Group.

Theauthorwouldliketo thankMassimilianoPala andtheOpenCAGroupfor writing theOpenCA
software.

Miguel Armas2, contributedin AppendixD andin Section7.2.

Theauthorwould like to thankChrisMitchell3 for reviewing anearlierversionof this document.
The authorwould like to thank Ted Rolle4 for proof–readingthe initial DocBook versionof this
document.

Readersareencouragedto sendfeedbackandcontributionsto thisdocument.Usersmayeitheruse
theospkibookmailling list5 or sende-maildirectly to theauthor6.

Notes
1. http://www.ultranet.com/~fhirsch/Papers/cook/ssl_cook.html

2. mailto:kuko@openca.org

3. mailto:C.Mitchell@rhbnc.ac.uk

4. mailto:ted@acacia.datacomm.com

5. http://sourceforge.net/mail/?group_id=6356

6. mailto:simos@hellug.gr
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Appendix A. Perl modules

A.1. Locating Perl modules
Perlmodulescanbefoundat theComprehensivePerlArchive Network (CPAN). For moreinfor-

mationon CPAN, pleasecheckthe CPAN FAQ1. We list thecurrentversionsat thetime of writing.
For thelatestversion,youmaycheckthe ModulesonCPAN alphabetically2.

Youmayalsouseoneof theseveralmirror CPAN sitesavailablearoundtheworld for fasteraccess.
For a list of mirror sites,pleasecheckthe MIRRORED.BY list3. For aneasyinstallationprocedure,
you may find this quickinstall4 script interesting.For manualinstallationof Perl modules,please
checkSectionA.2.

A.2. Installing Perl modules

Weassumethatyouarefamiliarwith locatingandretrieving thePerlmoduleof your interest.This
is alsodescribedin detail in SectionD.1.

1. To install aPerlmodule,you needto uncompressanduntar it.

user% tar xvfz a-perl-module-name.tar.gz

2. Enterthecreateddirectoryandrun

user% perl Makefile.PL

Note: You may get an error that a dependancy is not met. In this case, you need to meet the
requirement and try again. The most common case is that you need to install another Perl
module first.

3. Thenrun themake command.

user% make

4. Testtheresultwith

user% make test

5. Completetheinstallationwith

user% make install
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Notes
1. http://www.perl.com/CPAN-local/misc/cpan-faq.html

2. http://www.perl.com/CPAN-local/modules/01modules.index.html

3. http://www.perl.com/CPAN-local/MIRRORED.BY

4. http://theoryx5.uwinnipeg.ca/auto/install.html
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Appendix B. Sample Certificate Documents

B.1. Sample Encr ypted Priv ate Key in PEM format
(2048 bits)

This is a sampleprivatekey in PEMformat,encryptedwith apassphrasefor moresecurity.

---BEGIN RSA PRIVATE KEY---
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,19BE1C31E4FD722A

jO1O1v2ftXMsawM90tnXwc6xhOAT1gDBC9S8DKeca..JZNUgYYwNS0dP2UK
tmyN+XqVcAKw4HqVmChXy5b5msu8eIq3uc2NqNVtR..2ksSLukP8pxXcHyb
+sEwvM4uf8qbnHAqwnOnP9+KV9vds6BaH1eRA4CHz..n+NVZlzBsTxTlS16
/Umr7wJzVrMqK5sDiSu4WuaaBdqMGfL5hLsTjcBFD..Da2iyQmSKuVD4lIZ
yPQqjHKT70kEuSz+vdKuAzoIGNCvgQxXyqKSSX7td..1r7GBbjlIT7xgo8B
LvNaqyvLW5qKCMfWSVJr7xnP1xUU3MVoahhUPxOKX..sEvVM+tkeSPh7GxF
U9OQ79lqjt5iZVSJOzRsgxZ66ZsrG5b3xL+FQf6z5..WUM1uVAJ9zVv6sYV
JURDlKbTkS2pm84CXI6TTJUx/msopB0MFJ+QRobLk..TtteSqpOQopTy7/k
WVoiZfbjIx5yzE0gC72E5bqn/kk7looqshvHt5o1T..OeJ06cGJz4o6bhvL
E7djV3lKpKI4xhxo9nLsij87ByU4pZPZwa3ahh02r..VhkUWPmqwElO9mSf
7QQjk4VpzzxuHx9XKPnYMOE9p8EEJiAyMW+Ms6blh..t3P9GPUJ9aRaH7yl
uUwJ2JXIZu1us4oObAi2mAmSWBebKiWQYBzuNDryK..iNAcY/7kndVqcxV2
PCFMM9TwsiJq6r38+CfvdIkol7sQcPf4us1fpVJSc..EB9U7obrrgX6s2PG
yye805Bd/4dIFb0CqYrejbBfl5ZDXpFIMCrpETEQG..AdnFGO3wysU/Eylu
qzIsBzPdGAoSqa/Y+jdpQRIpWK3vc+nVKMrAzDOC+..pp092QQvokWkyHzO
B4H4DDDuZo9lnt0YgUA0zN6BGhPh6VPys9NgoGPCu..XbymSIq0xLdm7Yb6
2lvmO9/MslBMwNphEWc4EkkUNaoPf6V8OZ33B81Ch..D0bIvA5RhgX3ysd1
sk7m2Q7oNdJWLX8IP9Ubz2L3VpQQ20Vd90yx26smE..xuNXLk0JAgVgagBK
7nbB88S60oXjF1lTckLPfZrCLjFW7M1A4m2f/Xbee..CcS0fPTKp7DF4dwn
ifDTV8A4wSCe+MqWuWqOzYcYE8PpsM7WL2xsV3yPe..X3PF2s/Xub84GPD+
cmYQxBoghfTFiFBmyR85ivc5c+jIxY1PF4r2cO5Gv..3PWTmv8/9W7QvL0g
LPp6cKH9b9d+DDueLvuF3GYG4RTdJrYpn8v7cX+jo..cML31exYsqzCHXad
TqFpESeSK0Zrk3pNRDAHf8wh/cKaElJzGrfSUtCTr..+ct8Auw9ZQmJ0+Dv
XHhV92QUxvAgenoTQn0PBz87AEMQ6pM6413yEv6Ab..rLurwA5E1JoZhZLt
a1/eZjUYAxDn07eabeiAvYwuwCqDQD1SQ6BIJ4taN..c8kfiaGpZCbWCic8
---END RSA PRIVATE KEY---

Note: Seven collumns have been removed and replaced with dots. This was done for printing
purposes, as the full text exceeds the page margins, when generating the DVI document version.
If you would like to see the private key, just pass to the next section.
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Note: The careful reader will see that the encryption algorithm used is 3DES. 3DES is a US
standard (NIST FIPS 46-3). As a sidenote, 3DES is DES used 3 times in ENCRYPT, DECRYPT
and finally ENCRYPT mode (EDE). The DES component was used in Cipher Block Chaining
(CBC) mode, a common mode of encryption for block ciphers.

B.2. Sample Priv ate Key in PEM format (2048 bits)
This is a sampleprivatekey in PEMformat.

---BEGIN RSA PRIVATE KEY---
MIIEpQIBAAKCAQEA3Tz2mr7SZiAMfQyuvBjM9Oi..Z1BjP5CE/Wm/Rr500P
RK+Lh9x5eJPo5CAZ3/ANBE0sTK0ZsDGMak2m1g7..3VHqIxFTz0Ta1d+NAj
wnLe4nOb7/eEJbDPkk05ShhBrJGBKKxb8n104o/..PdzbFMIyNjJzBM2o5y
5A13wiLitEO7nco2WfyYkQzaxCw0AwzlkVHiIyC..71pSzkv6sv+4IDMbT/
XpCo8L6wTarzrywnQsh+etLD6FtTjYbbrvZ8RQM..Hg2qxraAV++HNBYmNW
s0duEdjUbJK+ZarypXI9TtnS4o1Ckj7POfljiQI..IBAFyidxtqRQyv5KrD
kbJ+q+rsJxQlaipn2M4lGuQJEfIxELFDyd3XpxP..Un/82NZNXlPmRIopXs
2T91jiLZEUKQw+n73j26adTbteuEaPGSrTZxBLR..yssO0wWomUyILqVeti
6AkL0NJAuKcucHGqWVgUIa4g1haE0ilcm6dWUDo..fd+PpzdCJf1s4NdUWK
YV2GJcutGQb+jqT5DTUqAgST7N8M28rwjK6nVMI..BUpP0xpPnuYDyPOw6x
4hBt8DZQYyduzIXBXRBKNiNdv8fum68/5klHxp6..4HRkMUL958UVeljUsT
BFQlO9UCgYEA/VqzXVzlz8K36VSTMPEhB5zBATV..PRiXtYK1YpYV4/jSUj
vvT4hP8uoYNC+BlEMi98LtnxZIh0V4rqHDsScAq..VyeSLH0loKMZgpwFEm
bEIDnEOD0nKrfT/9K9sPYgvB43wsLEtUujaYw3W..Liy0WKmB8CgYEA34xn
1QlOOhHBn9Z8qYjoDYhvcj+a89tD9eMPhesfQFw..rsfGcXIonFmWdVygbe
6Doihc+GIYIq/QP4jgMksE1ADvczJSke92ZfE2i..fitBpQERNJO0BlabfP
ALs5NssKNmLkWS2U2BHCbv4DzDXwiQB37KPOL1c..kBHfF2/htIs20d1UVL
+PK+aXKwguI6bxLGZ3of0UH+mGsSl0mkp7kYZCm..OTQtfeRqP8rDSC7DgA
kHc5ajYqh04AzNFaxjRo+M3IGICUaOdKnXd0Fda..QwfoaX4QlRTgLqb7AN
ZTzM9WbmnYoXrx17kZlT3lsCgYEAm757XI3WJVj..WoLj1+v48WyoxZpcai
uv9bT4Cj+lXRS+gdKHK+SH7J3x2CRHVS+WH/SVC..DxuybvebDoT0TkKiCj
BWQaGzCaJqZa+POHK0klvS+9ln0/6k539p95tfX..X4TCzbVG6+gJiX0ysz
Yfehn5MCgYEAkMiKuWHCsVyCab3RUf6XA9gd3qY..fCTIGtS1tR5PgFIV+G
engiVoWc/hkj8SBHZz1n1xLN7KDf8ySU06MDggB..hJ+gXJKy+gf3mF5Kmj
DtkpjGHQzPF6vOe907y5NQLvVFGXUq/FIJZxB8k..fJdHEm2M4=
---END RSA PRIVATE KEY---

Note: Seven collumns have been removed and replaced with the dots. This was done for printing
purposes, as the full text exceeds the page margins, when generating the DVI document version.
If you really would like to see the private key, just pass to the next section.
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B.3. Sample Priv ate Key in TXT format (2048 bits)
This is a sampleprivatekey in TXT format.

Private-Key: (2048 bit)
modulus:

00:dd:3c:f6:9a:be:d2:66:20:0c:7d:0c:ae:bc:18:
cc:f4:e8:89:8d:16:b3:5c:16:75:06:33:f9:08:4f:
d6:9b:f4:6b:e7:4d:0f:44:af:8b:87:dc:79:78:93:
e8:e4:20:19:df:f0:0d:04:4d:2c:4c:ad:19:b0:31:
8c:6a:4d:a6:d6:0e:e8:ae:e2:37:75:8d:d5:1e:a2:
31:15:3c:f4:4d:ad:5d:f8:d0:23:c2:72:de:e2:73:
9b:ef:f7:84:25:b0:cf:92:4d:39:4a:18:41:ac:91:
81:28:ac:5b:f2:7d:74:e2:8f:f9:a7:c1:c0:b1:93:
dd:cd:b1:4c:23:23:63:27:30:4c:da:8e:72:e4:0d:
77:c2:22:e2:b4:43:bb:9d:ca:36:59:fc:98:91:0c:
da:c4:2c:34:03:0c:e5:91:51:e2:23:20:ae:68:5e:
30:8f:9e:f5:a5:2c:e4:bf:ab:2f:fb:82:03:31:b4:
ff:5e:90:a8:f0:be:b0:4d:aa:f3:af:2c:27:42:c8:
7e:7a:d2:c3:e8:5b:53:8d:86:db:ae:f6:7c:45:03:
35:b6:52:9d:a0:c1:e0:da:ac:6b:68:05:7e:f8:73:
41:62:63:56:b3:47:6e:11:d8:d4:6c:92:be:65:aa:
f2:a5:72:3d:4e:d9:d2:e2:8d:42:92:3e:cf:39:f9:
63:89

publicExponent: 65537 (0x10001)
privateExponent:

5c:a2:77:1b:6a:45:0c:af:e4:aa:c3:91:b2:7e:ab:
ea:ec:27:14:25:6a:2a:67:d8:ce:25:1a:e4:09:11:
f2:31:10:b1:43:c9:dd:d7:a7:13:d7:14:21:91:c5:
15:27:ff:cd:8d:64:d5:e5:3e:64:48:a2:95:ec:d9:
3f:75:8e:22:d9:11:42:90:c3:e9:fb:de:3d:ba:69:
d4:db:b5:eb:84:68:f1:92:ad:36:71:04:b4:4a:f6:
03:2f:5f:6c:ac:b0:ed:30:5a:89:94:c8:82:ea:55:
eb:62:e8:09:0b:d0:d2:40:b8:a7:2e:70:71:aa:59:
58:14:21:ae:20:d6:16:84:d2:29:5c:9b:a7:56:50:
3a:10:0b:c6:70:2b:97:dd:f8:fa:73:74:22:5f:d6:
ce:0d:75:45:8a:61:5d:86:25:cb:ad:19:06:fe:8e:
a4:f9:0d:35:2a:02:04:93:ec:df:0c:db:ca:f0:8c:
ae:a7:54:c2:37:a1:11:7b:9f:40:54:a4:fd:31:a4:
f9:ee:60:3c:8f:3b:0e:b1:e2:10:6d:f0:36:50:63:
27:6e:cc:85:c1:5d:10:4a:36:23:5d:bf:c7:ee:9b:
af:3f:e6:49:47:c6:9e:b8:00:b0:d9:d2:de:07:46:
43:14:2f:de:7c:51:57:a5:8d:4b:13:04:54:25:3b:
d5

prime1:
00:fd:5a:b3:5d:5c:e5:cf:c2:b7:e9:54:93:30:f1:
21:07:9c:c1:01:35:64:7e:90:93:a7:13:d1:89:7b:
58:2b:56:29:61:5e:3f:8d:25:23:be:f4:f8:84:ff:
2e:a1:83:42:f8:19:44:32:2f:7c:2e:d9:f1:64:88:
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74:57:8a:ea:1c:3b:12:70:0a:be:86:28:3b:4c:d5:
72:79:22:c7:d2:5a:0a:31:98:29:c0:51:26:6c:42:
03:9c:43:83:d2:72:ab:7d:3f:fd:2b:db:0f:62:0b:
c1:e3:7c:2c:2c:4b:54:ba:36:98:c3:75:b1:8f:69:
4b:5b:62:e2:cb:45:8a:98:1f

prime2:
00:df:8c:67:d5:09:4e:3a:11:c1:9f:d6:7c:a9:88:
e8:0d:88:6f:72:3f:9a:f3:db:43:f5:e3:0f:85:eb:
1f:40:5c:26:6f:31:49:82:4a:ec:7c:67:17:22:89:
c5:99:67:55:ca:06:de:e8:3a:22:85:cf:86:21:82:
2a:fd:03:f8:8e:03:24:b0:4d:40:0e:f7:33:25:29:
1e:f7:66:5f:13:68:b6:d2:5b:a8:54:17:e2:b4:1a:
50:11:13:49:3b:40:65:69:b7:cf:00:bb:39:36:cb:
0a:36:62:e4:59:2d:94:d8:11:c2:6e:fe:03:cc:35:
f0:89:00:77:ec:a3:ce:2f:57

exponent1:
00:c2:f9:01:1d:f1:76:fe:1b:48:b3:6d:1d:d5:45:
4b:f8:f2:be:69:72:b0:82:e2:3a:6f:12:c6:67:7a:
1f:d1:41:fe:98:6b:12:97:49:a4:a7:b9:18:64:29:
89:b6:4c:30:c6:83:93:42:d7:de:46:a3:fc:ac:34:
82:ec:38:00:90:77:39:6a:36:2a:87:4e:00:cc:d1:
5a:c6:34:68:f8:cd:c8:18:80:94:68:e7:4a:9d:77:
74:15:d6:b3:64:ca:50:85:14:30:7e:86:97:e1:09:
51:4e:02:ea:6f:b0:0d:65:3c:cc:f5:66:e6:9d:8a:
17:af:1d:7b:91:99:53:de:5b

exponent2:
00:9b:be:7b:5c:8d:d6:25:58:d7:98:1f:5b:cc:d5:
a8:2e:3d:7e:bf:8f:16:ca:8c:59:a5:c6:a2:ba:ff:
5b:4f:80:a3:fa:55:d1:4b:e8:1d:28:72:be:48:7e:
c9:df:1d:82:44:75:52:f9:61:ff:49:50:92:b7:67:
b3:c1:80:f1:bb:26:ef:79:b0:e8:4f:44:e4:2a:20:
a3:05:64:1a:1b:30:9a:26:a6:5a:f8:f3:87:2b:49:
25:bd:2f:bd:96:7d:3f:ea:4e:77:f6:9f:79:b5:f5:
f1:50:80:c7:6c:65:f8:4c:2c:db:54:6e:be:80:98:
97:d3:2b:33:61:f7:a1:9f:93

coefficient:
00:90:c8:8a:b9:61:c2:b1:5c:82:69:bd:d1:51:fe:
97:03:d8:1d:de:a6:23:be:61:0b:02:d7:c2:4c:81:
ad:4b:5b:51:e4:f8:05:21:5f:86:7a:78:22:56:85:
9c:fe:19:23:f1:20:47:67:3d:67:d7:12:cd:ec:a0:
df:f3:24:94:d3:a3:03:82:00:74:0b:68:1d:5b:88:
49:fa:05:c9:2b:2f:a0:7f:79:85:e4:a9:a3:0e:d9:
29:8c:61:d0:cc:f1:7a:bc:e7:bd:d3:bc:b9:35:02:
ef:54:51:97:52:af:c5:20:96:71:07:c9:17:00:6d:
ab:7d:27:c9:74:71:26:d8:ce
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Note: The numbers are in hexadecimal notation where each couple of digits represents 8 bits.

In decimal,themodulusn is:

27928727520532098560054510086934803266769027328779773633
51762493251995978285544035350906266382585272722398629867
67263282027760422651274751164233304322779357458680526177
93594651686619933029730312573799176384081348734718092523
53476550057243981913102899068449856388885987417785575633
66522578044678796800808595716146657069948593436088106761
86674067708949755093039975941211253008157978789036441127
01109572656021257137086334620169063315388954284609394192
32250643688514600699603929824545296848370051254650037973
10139479221307918200583851065828489354285517184240655579
54933738674003130224949637988279936009837240188474132980
1

If an adversarymanagedto factorisethe modulus,shewould comeup with the factorsp andq,
wherep is:

17791143933509595918127954499653383601218835098160342274
21719349464132778400846891474457120589082133325302604179
82181001327467441044697854896458761089076165690493808885
78606941384914032562858753139200694087767527290102835209
36343115102676302117059691295229400834867089684114302209
27632138221540171427701495839

andq is:

15698106667513592225651910118661853088086996081175911345
49581990193390503622003253143718326860723480921952218366
69795595987275285870475032000847646645415387334949112223
81409068648841957504994872889663428380162653646162371919
71899699949089072105502530930366392712822832371160724348
51400420434671809603239292759

Thecoefficientandtheexponents1 and2 areusedto increasetheperformanceof thoseoperations
of RSA thatmake useof theprivatekey. That is, they areusedby theownerof thekey andthey are
only visible to her.
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Note: For information on software that works with natural numbers of arbitrary size, you may find
the GMP library1 quite useful.

B.4. Sample CA Certificate in PEM format
This is a sampleCertificatein PEMformat.

---BEGIN CERTIFICATE---
MIIEczCCA1ugAwIBAgIBADANBgkqhkiG9w0BAQQFAD..AkGA1UEBhMCR0Ix
EzARBgNVBAgTClNvbWUtU3RhdGUxFDASBgNVBAoTC0..0EgTHRkMTcwNQYD
VQQLEy5DbGFzcyAxIFB1YmxpYyBQcmltYXJ5IENlcn..XRpb24gQXV0aG9y
aXR5MRQwEgYDVQQDEwtCZXN0IENBIEx0ZDAeFw0wMD..TUwMTZaFw0wMTAy
MDQxOTUwMTZaMIGHMQswCQYDVQQGEwJHQjETMBEGA1..29tZS1TdGF0ZTEU
MBIGA1UEChMLQmVzdCBDQSBMdGQxNzA1BgNVBAsTLk..DEgUHVibGljIFBy
aW1hcnkgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkxFD..AMTC0Jlc3QgQ0Eg
THRkMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCg..Tz2mr7SZiAMfQyu
vBjM9OiJjRazXBZ1BjP5CE/Wm/Rr500PRK+Lh9x5eJ../ANBE0sTK0ZsDGM
ak2m1g7oruI3dY3VHqIxFTz0Ta1d+NAjwnLe4nOb7/..k05ShhBrJGBKKxb
8n104o/5p8HAsZPdzbFMIyNjJzBM2o5y5A13wiLitE..fyYkQzaxCw0Awzl
kVHiIyCuaF4wj571pSzkv6sv+4IDMbT/XpCo8L6wTa..sh+etLD6FtTjYbb
rvZ8RQM1tlKdoMHg2qxraAV++HNBYmNWs0duEdjUbJ..XI9TtnS4o1Ckj7P
OfljiQIDAQABo4HnMIHkMB0GA1UdDgQWBBQ8urMCRL..5AkIp9NJHJw5TCB
tAYDVR0jBIGsMIGpgBQ8urMCRLYYMHUKU5AkIp9NJH..aSBijCBhzELMAkG
A1UEBhMCR0IxEzARBgNVBAgTClNvbWUtU3RhdGUxFD..AoTC0Jlc3QgQ0Eg
THRkMTcwNQYDVQQLEy5DbGFzcyAxIFB1YmxpYyBQcm..ENlcnRpZmljYXRp
b24gQXV0aG9yaXR5MRQwEgYDVQQDEwtCZXN0IENBIE..DAMBgNVHRMEBTAD
AQH/MA0GCSqGSIb3DQEBBAUAA4IBAQC1uYBcsSncwA..DCsQer772C2ucpX
xQUE/C0pWWm6gDkwd5D0DSMDJRqV/weoZ4wC6B73f5..bLhGYHaXJeSD6Kr
XcoOwLdSaGmJYslLKZB3ZIDEp0wYTGhgteb6JFiTtn..sf2xdrYfPCiIB7g
BMAV7Gzdc4VspS6ljrAhbiiawdBiQlQmsBeFz9JkF4..b3l8BoGN+qMa56Y
It8una2gY4l2O//on88r5IWJlm1L0oA8e4fR2yrBHX..adsGeFKkyNrwGi/
7vQMfXdGsRrXNGRGnX+vWDZ3/zWI0joDtCkNnqEpVn..HoX
---END CERTIFICATE---

Note: This is the CA Certificate, also called the Root CA Certificate. The goal is to make the CA
Certificate available to the bigger possible audience. Also, we would ask companies that make
WWW browsers to include it in their list of Root CA Certificates.
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B.5. Sample CA Certificate in TXT format
This is a sampleCertificatein TXT format.

Certificate:
Data:

Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=GB, ST=Surrey, O=Best CA Ltd,

OU=Class 1 Public Primary Certification Authority,
CN=Best CA Ltd

Validity
Not Before: Feb 5 19:50:16 2000 GMT
Not After : Feb 4 19:50:16 2001 GMT

Subject: C=GB, ST=Surrey, O=Best CA Ltd,
OU=Class 1 Public Primary Certification Authority,
CN=Best CA Ltd

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:dd:3c:f6:9a:be:d2:66:20:0c:7d:0c:ae:bc:18:
cc:f4:e8:89:8d:16:b3:5c:16:75:06:33:f9:08:4f:
d6:9b:f4:6b:e7:4d:0f:44:af:8b:87:dc:79:78:93:
e8:e4:20:19:df:f0:0d:04:4d:2c:4c:ad:19:b0:31:
8c:6a:4d:a6:d6:0e:e8:ae:e2:37:75:8d:d5:1e:a2:
31:15:3c:f4:4d:ad:5d:f8:d0:23:c2:72:de:e2:73:
9b:ef:f7:84:25:b0:cf:92:4d:39:4a:18:41:ac:91:
81:28:ac:5b:f2:7d:74:e2:8f:f9:a7:c1:c0:b1:93:
dd:cd:b1:4c:23:23:63:27:30:4c:da:8e:72:e4:0d:
77:c2:22:e2:b4:43:bb:9d:ca:36:59:fc:98:91:0c:
da:c4:2c:34:03:0c:e5:91:51:e2:23:20:ae:68:5e:
30:8f:9e:f5:a5:2c:e4:bf:ab:2f:fb:82:03:31:b4:
ff:5e:90:a8:f0:be:b0:4d:aa:f3:af:2c:27:42:c8:
7e:7a:d2:c3:e8:5b:53:8d:86:db:ae:f6:7c:45:03:
35:b6:52:9d:a0:c1:e0:da:ac:6b:68:05:7e:f8:73:
41:62:63:56:b3:47:6e:11:d8:d4:6c:92:be:65:aa:
f2:a5:72:3d:4e:d9:d2:e2:8d:42:92:3e:cf:39:f9:
63:89
Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

3C:BA:B3:02:44:B6:18:30:75:0A:53:90:24:22:\
9F:4D:24:72:70:E5

X509v3 Authority Key Identifier:
keyid:3C:BA:B3:02:44:B6:18:30:75:0A:53:90:\
24:22:9F:4D:24:72:70:E5

DirName:/C=GB/ST=Some-State/O=Best CA Ltd/\
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OU=Class 1 Public Primary Certification
Authority/CN=Best CA Ltd

serial:00

X509v3 Basic Constraints:
CA:TRUE

Signature Algorithm: md5WithRSAEncryption
b5:b9:80:5c:b1:29:dc:c0:03:db:28:c8:a3:08:30:ac:41:ea:
fb:ef:60:b6:b9:ca:57:c5:05:04:fc:2d:29:59:69:ba:80:39:
30:77:90:f4:0d:23:03:25:1a:95:ff:07:a8:67:8c:02:e8:1e:
f7:7f:96:06:3e:7e:90:99:b2:e1:19:81:da:5c:97:92:0f:a2:
ab:5d:ca:0e:c0:b7:52:68:69:89:62:c9:4b:29:90:77:64:80:
c4:a7:4c:18:4c:68:60:b5:e6:fa:24:58:93:b6:72:ef:5c:9b:
a0:3a:c7:f6:c5:da:d8:7c:f0:a2:20:1e:e0:04:c0:15:ec:6c:
dd:73:85:6c:a5:2e:a5:8e:b0:21:6e:28:9a:c1:d0:62:42:54:
26:b0:17:85:cf:d2:64:17:89:c3:99:94:cf:0d:bd:e5:f0:1a:
06:37:ea:8c:6b:9e:98:22:df:2e:9d:ad:a0:63:89:76:3b:ff:
e8:9f:cf:2b:e4:85:89:96:6d:4b:d2:80:3c:7b:87:d1:db:2a:
c1:1d:71:7a:d1:fe:36:59:a7:6c:19:e1:4a:93:23:6b:c0:68:
bf:ee:f4:0c:7d:77:46:b1:1a:d7:34:64:46:9d:7f:af:58:36:
77:ff:35:88:d2:3a:03:b4:29:0d:9e:a1:29:56:78:60:fe:00:
15:98:7a:17

Note: This is the CA Certificate, also called the Root CA Certificate. It is in TXT format which is
another way to say that it is in a human–readable format.

Note: Notice the modulus. It has 2048 bits and it is the product of two big primes. Each prime has
about 1024 bits. The security of the certificate relies on the difficulty to factorise this 2048–bits
long (or over 600 decimal digits long) number. Since we generated this key–pair, we already know
these two primes. All the mentioned values, in decimal, are in Section B.3.

Note: We have chosen RSA for the public key algorithm. We could have chosen one of the
alternatives, like El Gamal or elliptic curves.

B.6. Sample cer tificate request in PEM format
This is a samplecertificaterequestin PEMformat.
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---BEGIN CERTIFICATE REQUEST---
MIIC5DCCAcwCAQAwgZ4xCzAJBgNVBAYTAkdCMQ8wDQ..wZTdXJyZXkxDjAM
BgNVBAcTBUVnaGFtMRowGAYDVQQKExFBcnRzIEJ1aW..Ex0ZDEWMBQGA1UE
CxMNRGVwdC4gSGlzdG9yeTEZMBcGA1UEAxMQU2ltb3..XRlbGxpczEfMB0G
CSqGSIb3DQEJARYQc2ltb3NAb3BlbmNhLm9yZzCCAS..oZIhvcNAQEBBQAD
ggEPADCCAQoCggEBAN089pq+0mYgDH0MrrwYzPToiY..QYz+QhP1pv0a+dN
D0Svi4fceXiT6OQgGd/wDQRNLEytGbAxjGpNptYO6K..R6iMRU89E2tXfjQ
I8Jy3uJzm+/3hCWwz5JNOUoYQayRgSisW/J9dOKP+a..c2xTCMjYycwTNqO
cuQNd8Ii4rRDu53KNln8mJEM2sQsNAMM5ZFR4iMgrm..aUs5L+rL/uCAzG0
/16QqPC+sE2q868sJ0LIfnrSw+hbU42G2672fEUDNb..Nqsa2gFfvhzQWJj
VrNHbhHY1GySvmWq8qVyPU7Z0uKNQpI+zzn5Y4kCAw..A0GCSqGSIb3DQEB
BAUAA4IBAQC2y+cj6EmXzHunozGDv3fu9rw+T7SLrh..tY0K4L5w/4jOXRS
Q5VHn8o2M1E8JE2iK9tg24Nkh9GvkODxbP2ABYKslT..pZ8KC+wHCDZyXCY
Fgrass8oENyZG2VFFlfgbtRUssdKldJcJKpgnsHyt1..xJ11Y0t0n9ruayu
Oqp9lTEu6e+Lhhcuad4JncXiSR0EdG75AqN9bbI8NG..tgzzOrvfYNtGe9t
EI/wriWPQvl4QLJ5VevzuIC62dQztVQmDR2hPd2J8/..1ArMX5olNCef2XB
Rghkcki7R/ZpuuwaXkT+qDu+eoDwju0P
---END CERTIFICATE REQUEST---

Note: This is the certificate request that a Certification Authority needs to sign. Typical CAs could
be Verisign, Thawte and of course OpenCA.

B.7. Sample cer tificate request in TXT format
This is a samplecertificaterequestin TXT format.

Certificate Request:
Data:

Version: 0 (0x0)
Subject: C=GB, ST=Surrey, L=Egham,

O=Arts Building Ltd,
OU=Dept. History,
CN=Simos Xenitellis/Email=simos@openca.org

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Modulus (2048 bit):

00:dd:3c:f6:9a:be:d2:66:20:0c:7d:0c:ae:bc:18:
cc:f4:e8:89:8d:16:b3:5c:16:75:06:33:f9:08:4f:
d6:9b:f4:6b:e7:4d:0f:44:af:8b:87:dc:79:78:93:
e8:e4:20:19:df:f0:0d:04:4d:2c:4c:ad:19:b0:31:
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8c:6a:4d:a6:d6:0e:e8:ae:e2:37:75:8d:d5:1e:a2:
31:15:3c:f4:4d:ad:5d:f8:d0:23:c2:72:de:e2:73:
9b:ef:f7:84:25:b0:cf:92:4d:39:4a:18:41:ac:91:
81:28:ac:5b:f2:7d:74:e2:8f:f9:a7:c1:c0:b1:93:
dd:cd:b1:4c:23:23:63:27:30:4c:da:8e:72:e4:0d:
77:c2:22:e2:b4:43:bb:9d:ca:36:59:fc:98:91:0c:
da:c4:2c:34:03:0c:e5:91:51:e2:23:20:ae:68:5e:
30:8f:9e:f5:a5:2c:e4:bf:ab:2f:fb:82:03:31:b4:
ff:5e:90:a8:f0:be:b0:4d:aa:f3:af:2c:27:42:c8:
7e:7a:d2:c3:e8:5b:53:8d:86:db:ae:f6:7c:45:03:
35:b6:52:9d:a0:c1:e0:da:ac:6b:68:05:7e:f8:73:
41:62:63:56:b3:47:6e:11:d8:d4:6c:92:be:65:aa:
f2:a5:72:3d:4e:d9:d2:e2:8d:42:92:3e:cf:39:f9:
63:89
Exponent: 65537 (0x10001)

Attributes:
a0:00

Signature Algorithm: md5WithRSAEncryption
b6:cb:e7:23:e8:49:97:cc:7b:a7:a3:31:83:bf:77:ee:f6:bc:
3e:4f:b4:8b:ae:1b:ed:e2:82:89:2a:d6:34:2b:82:f9:c3:fe:
23:39:74:52:43:95:47:9f:ca:36:33:51:3c:24:4d:a2:2b:db:
60:db:83:64:87:d1:af:90:e0:f1:6c:fd:80:05:82:ac:95:3c:
4f:a0:3d:f1:96:96:7c:28:2f:b0:1c:20:d9:c9:70:98:16:0a:
da:b2:cf:28:10:dc:99:1b:65:45:16:57:e0:6e:d4:54:b2:c7:
4a:95:d2:5c:24:aa:60:9e:c1:f2:b7:5e:a7:24:fe:6f:6f:12:
75:d5:8d:2d:d2:7f:6b:b9:ac:ae:3a:aa:7d:95:31:2e:e9:ef:
8b:86:17:2e:69:de:09:9d:c5:e2:49:1d:04:74:6e:f9:02:a3:
7d:6d:b2:3c:34:64:8f:ec:33:e3:56:d8:33:cc:ea:ef:7d:83:
6d:19:ef:6d:10:8f:f0:ae:25:8f:42:f9:78:40:b2:79:55:eb:
f3:b8:80:ba:d9:d4:33:b5:54:26:0d:1d:a1:3d:dd:89:f3:fb:
bf:f0:c7:4a:73:50:2b:31:7e:68:94:d0:9e:7f:65:c1:46:08:
64:72:48:bb:47:f6:69:ba:ec:1a:5e:44:fe:a8:3b:be:7a:80:
f0:8e:ed:0f

Note: This is the expanded version of the certificate request from Section B.6. You can notice the
user information and the n, e from RSA.

Notes
1. http://www.swox.com/gmp/
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Algorithms

C.1. How does RSA work?
Weshow ahigh–level thoughworkingdescriptionof RSA.Then,wegiveanexamplewith easyto

work with numbers.

C.1.1. Description
To initialise RSA,follow thesteps

1. Pick two largeprimes,p andq.

2. FindN = p * q. N is theRSAmodulus.

3. Let e beanumberrelatively primeto (p-1)*(q-1).

4. Findd, sothatd*e = 1 mod (p-1)*(q-1) .

5. Theset(e, N) is thepublic key. Make it known to everyone.

Theset(d, N) is theprivatekey. Keepit privateandsafe.

To encrypta messagem,

1. Makesurem < N, otherwisechopm in suitablysmallpiecesandperformRSAoneachindividual
piece.

2. Computec = m ^ e mod N

3. c is theencryptedmessage

To decrypta ciphertext c,

1. Computem = c ^ d mod N

2. m is theoriginalmessage

To signmessagem,
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1. Computes = m ^ d mod N

2. s is thedigital signature.Sendalongwith messagem.

To verify signedmessages,

1. Computem = s ^ e mod N

2. Checkif m from abovecalculationis thesamewith messagesent.

C.1.2. Practical example
TODO

C.2. How does El Gamal work?
TODO

C.2.1. Description
TODO

C.2.2. Example
TODO
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As describedin Figure7-1, OpenCArequiresthreedistinctive servers.However, this makesthe

softwarelessaccesible.We describehow to install all thecomponentsona singlecomputer.

We assumethecharacterof WoodyAllen in themovie "Bananas",where,while hewason trial in
thecourt,hewasplayingboththerole of thedefendantandthelaywerby switchingplacesquickly.

First,wedeterminethesoftwarecomponentsto install andtheserveron which we install them.

Table D-1. Softwareinstallation matrix

Software CAServer RAServer RAOperator

PerlGenericmodules ✓ ✓ ✓

OpenCAPerlmodules ✓ ✓ •

WWW Server ✓ ✓ ✓

SSL/TSLmodule ✓ ✓ ✓

LDAP Server • • ✓

OpenSSL • • •

Note: The above table is not yet final and is subject to changes as the project evolves.

Usingtheabove table,you mayproceedwith the installation,asdescribedin thefollowing chap-
ters.Keepin mindthatif youaredoinganall–in–oneinstallation––all serversonasingleworkstation
–– thenyou do not needto install thesamesoftwarecomponentmultiple timesor in differentdirec-
tories.We will noteany specialconfigurationsettingto bemadein regardto this issue.

D.1. Software installation sequence
It is recommendedthatthesoftwarecomponentsbeinstalledin this sequence:

D.1.1. Installation of Perl modules
Informationabouthow to find thelatestversionof a Perlmodulecanbefoundat AppendixA.

Note: These Perl modules must be installed in the sequence shown because of dependencies.
However, if you make a mistake in the sequence, you receive an informative error that indicates
the module was skipped.
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1. Convert::BER is a perl object classimplementationto encodeand decodeobjectsas de-
scribedby ITU-T standardX.209 (ASN.1) usingBasic EncodingRules(BER). The filename
is Convert-BER-1.26.tar.gz1

2. MIME::Base64 andMIME::QuotedPrint provide a base64encoder/decoderanda quoted-
printableencoder/decoder. Theseencodingmethodsarespecifiedin RFC2045– MIME (Multi-
purposeInternetMail Extensions).Thefilenameis MIME-Base64-2.11.tar.gz2

3. TheURI perl objectclassprovidesfunctionality regardingthe Uniform ResourceIdentifier, as
specifiedin RFC2396.Thefilenameis URI-1.04.tar.gz3

4. The Digest::* perl object classprovides implementationsfor the MD5 (RFC 1321),MD2
(RFC 1319) and SHA-1 (FIPS PUB 180-1) hashfunctions.Also, an implementationof the
HMAC (RFC2104)MAC functionis provided.Thefilenameis Digest-MD5-2.09.tar.gz4

5. perl-ldapprovidesaccessto LDAP servers.A requirementto install it is to alreadyhave Con-
vert::BER installedon yoursystem.Thefilenameis perl-ldap-0.13.tar.gz5

6. I have the idea that this and the above have overlappingfunctionality. The filenameis Net-

LDAPapi-1.42.tar.gz6

D.1.2. Installation of OpenCA–specific modules
TheOpenCA–specificmodulescanbefoundat eitherat CPAN or at theOpenCAWWW site.

Thefunctionalityof theseperl modulesis not entirelyOpenCA–specific.In general,they help to
parseconfigurationfiles.

1. This perl moduleis usedin order to accessthe configurationfiles of OpenCA.Currently, the
configurationfilesare

• ca.conf

• raserver.conf

• secure.cnf

Thefilenameis OpenCA-Configuration-1.2.tar.gz7

2. This perl moduleprovidesaccessto configurationvariablesthatcanhave threestates.It is used
to easetheaccessto theOpenCAconfigurationfiles.Thefilenameis OpenCA-TRIStateCGI-

1.02.tar.gz8
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D.1.3. Installation of OpenCA
This is describedin threemajorsections,the installationof theCAServer, the RAServer andthe

RAOperator(s).

Theinstallationprocedureinvolvessettingup theconfigurationfiles,copying theHTML pagesto
theappropriatedirectoriesandfinally addingtheCGI scriptsin thecorrespondingdirectories.

D.1.3.1. CAServer Installation

This is theinstallationof theCertificationAuthority. Pleasereferto Figure7-1 for moreinforma-
tion.

It is assumedthatyou haveuncompressedand untarred theOpenCAsoftwarewith thefollowing
command.

root# tar xvfz OpenCA-0.2.0.tar.gz

To install thesoftware,enterthedirectorycreated(OpenCA-0.2.0) andtype

root# make install-ca

Usethefollowing parameterswheninstallingtheOpenCAcomponentfor theCAServer.

Table D-2. CAServer installation parameters

Parameter Value

OpenSSLinstallationdirectory /usr/local/ssl

Basedirectoryfor CAServer /usr/local/RAServer

Webserveruser nobody.nobody

UsefoundOpenSSLcommand Y

Continueinstallation yes

Edit openssl.cnf CheckSectionD.2

Subsequently, to install theWWW pagesthataccompany theCAServerdo

root# make install-ca-web

Usethe following parameterswheninstalling the WWW pagesof the OpenCAcomponentfor the
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CAServer.

Table D-3. RAServer WWW Server installation parameters

Parameter Value

HTML pagesdirectory /usr/local/apache/htdocs/ca

CGI directory /usr/local/apache/cgi-bin

Continueinstallation yes

Finally, follow the instructionsfrom the WWW pagesto initialise the CAServer by creatingthe
CA privatekey andcertificate.

D.1.3.2. RAServer Installation

This is theinstallationof theRegistrationAuthority. Pleasereferto Figure7-1 for moreinforma-
tion.

Note: The RAServer is supposed to be installed on a separate system than the CAServer. Fur-
thermore, it is assumed that the steps that led to the installation of the CAServer will have to be
duplicated to create the RAServer. However, for limited testing purposes, all of them could be
installed on the same system.

It is assumedthatyou haveuncompressedand untarred theOpenCAsoftwarewith thefollowing
commands.

root# tar xvfz OpenCA-0.2.0.tar.gz

To install theRAServersoftware,enterthedirectorycreated(OpenCA-0.2.0) andtype

root# make install-raserver
root# make install-raserver-web

Youcanusethefollowing parameterswheninstallingtheOpenCAcomponentfor theRAServer.

Table D-4. RAServer installation parameters
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Parameter Value

OpenSSLinstallationdirectory /usr/local/ssl

Basedirectoryfor RAServer /usr/local/RAServer

Webserveruser nobody.nobody

UsefoundOpenSSLcommand Y

Continueinstallation yes

Table D-5. RAServer WWW Server installation parameters

Parameter Value

HTML pagesdirectory /usr/local/apache/htdocs/ra

CGI directory /usr/local/apache/cgi-bin

Continueinstallation yes

D.1.3.3. RAOperator Installation

This is theinstallationof theRA Operator. Pleasereferto Figure7-1 for moreinformation.

It is assumedthatyou haveuncompressedand untarred theOpenCAsoftwarewith thefollowing
commands.

root# tar xvfz OpenCA-0.2.0.tar.gz

To install thesoftware,enterthedirectorycreated(OpenCA-0.2.0) andtype

root# make install-secure

Note: Again, the RAOperator is supposed to be installed on a separate system other than the
CAServer and the RAServer. Furthermore, it is assumed that the steps that led to the installation
of the CAServer and the RAServer will have to be duplicated to create the RAOperator. However,
for limited testing purposes, both of them could be installed on the same system. We must say
that installing the CAServer, the RAServer and the RAOperators on the same system, will make
it rather difficult to use and probably error-prone in the testing.

89



AppendixD. OpenCAInstallationdetails

Table D-6. RAOperator WWW Server installation parameters

Parameter Value

HTML pagesdirectory /usr/local/apache/htdocs/rao

CGI directory /usr/local/apache/cgi-bin

Continueinstallation yes

D.1.4. WWW Server installation
Installationof theWWW serverandtheSSL/TLSWWW Servercomponent.Thiswill bea rather

lengthlyprocedure,unlessyou useRPM files. This softwarecanbe foundat Section7.2.3. Support
informationis at Chapter8.

D.1.5. LDAP installation
An independentstepis theinstallationof theLDAP software.This is usuallyinstalledonRAOper-

ator. RecommendedLDAP softwareis at Section7.2.3. For supportinformation,pleaseseeChapter
8.

D.2. openssl.cnf configuration for OpenCA
Theseareconfigurationinstructionsfor theopenssl.cnf of theCAServer.

We describethevaluesin this file thatrequiremodification.Most of thedefault valuesremainthe
same.

• In the[ CA_default ] section,thevalueof dir shouldbechangedto thedirectorythathasthe
CertificationAuthority installed.Typically, it is /usr/local/OpenCA.

• In the[ req ] section,you shouldmodify all thevariablesthat their nameendswith _default.
Thedefault valuesof thesevariablesserveasanexample.Theseare:

Table D-7. openssl.cnf default values

Variab le Sample value

organizationalUnitName_default OpenCAUser

0.organizationName_default OpenCA
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Variab le Sample value

countryName_default GB

stateOrProvinceName_default Surrey

1.organizationName_default Arts BuildingsLtd

Note: The essence of the default values is that when you create new users, you are prompted
with these values. If this value applies to the user, you can accept it without having to retype it.

Note: For the country name, you need to specify the ISO 3166 country code9. There are
two- and three-letter country codes. The current configuration supports two-letter codes.

Note: Notice that in some cases, the ISO 3166 is not the same with the Internet country
domain name. For example, for the United Kingdom, the ISO 3166 country code is GB.

• In the [ user_cert ] section,you may needto modify the nsCertType variable.With this
variable,you specifythecapabilitiesof thecertificate.This areawill betackledin futureversions
of this document.

• In the[ user_cert ] section,youcansetthecommentthatappearsin theCertificate Signers’
Certificate window. The variableis nsComment andyou shouldprovide a suitabledescription
for thecertificate.

• In the[ user_cert ] section,you canspecifytherevocationURLs for both theRootCA Cer-
tificateandtheothercertificates.

Note: In the same group of variables, care should be taken with the nsSslServerName

variable as it crashes certain versions of the Netscape® WWW browser, if it is set.

Notes
1. http://www.perl.com/CPAN-local/authors/id/GBARR/Convert-BER-1.26.tar.gz

2. http://www.perl.com/CPAN-local/authors/id/GAAS/MIME-Base64-2.11.tar.gz
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3. http://www.perl.com/CPAN-local/authors/id/GAAS/URI-1.04.tar.gz

4. http://www.perl.com/CPAN-local/authors/id/GAAS/Digest-MD5-2.09.tar.gz

5. http://www.perl.com/CPAN-local/authors/id/GBARR/perl-ldap-0.13.tar.gz

6. http://www.perl.com/CPAN-local/authors/id/CDONLEY/Net-LDAPapi-1.42.tar.gz

7. http://www.perl.com/CPAN-local/authors/id/M/MA/MADWOLF/OpenCA-Configuration-1.2.tar.gz

8. http://www.perl.com/CPAN-local/authors/id/M/MA/MADWOLF/OpenCA-TRIStateCGI-1.02.tar.gz

9. ftp://ftp.ripe.net/iso3166-countrycodes
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Appendix E. License
Thisdocumentationis releasedunderthefollowing license.

E.1. GNU Free Documentation License
Version1.1,March2000

© 2000FreeSoftwareFoundation,Inc.59TemplePlace,Suite330,Boston,MA 02111-1307USA
Everyoneis permittedto copy anddistributeverbatimcopiesof this licensedocument,but changing
it is not allowed.

E.1.1. PREAMBLE
The purposeof this Licenseis to make a manual,textbook,or otherwritten document"free" in

the senseof freedom:to assureeveryonethe effective freedomto copy andredistribute it, with or
without modifying it, eithercommerciallyor noncommercially. Secondarily, this Licensepreserves
for theauthorandpublisheraway to getcreditfor theirwork, while notbeingconsideredresponsible
for modificationsmadeby others.

This Licenseis a kind of "copyleft", which meansthat derivative works of the documentmust
themselvesbe free in the samesense.It complementsthe GNU GeneralPublic License,which is a
copyleft licensedesignedfor freesoftware.

WehavedesignedthisLicensein orderto useit for manualsfor freesoftware,becausefreesoftware
needsfree documentation:a free programshouldcomewith manualsproviding the samefreedoms
that the softwaredoes.But this Licenseis not limited to softwaremanuals;it canbe usedfor any
textualwork, regardlessof subjectmatteror whetherit is publishedasaprintedbook.Werecommend
this Licenseprincipally for workswhosepurposeis instructionor reference.

E.1.2. APPLICABILITY AND DEFINITIONS
This Licenseappliesto any manualor otherwork that containsa noticeplacedby the copyright

holdersayingit canbedistributedunderthetermsof this License.The"Document",below, refersto
any suchmanualor work. Any memberof thepublic is a licensee,andis addressedas"you".

A "Modified Version"of theDocumentmeansany work containingtheDocumentor a portionof
it, eithercopiedverbatim,or with modificationsand/ortranslatedinto anotherlanguage.

A "SecondarySection"is a namedappendixor a front-mattersectionof theDocumentthatdeals
exclusively with the relationshipof the publishersor authorsof the Documentto the Document’s
overall subject(or to relatedmatters)andcontainsnothingthatcouldfall directly within thatoverall
subject.(For example,if the Documentis in part a textbook of mathematics,a SecondarySection
maynot explain any mathematics.)The relationshipcouldbea matterof historicalconnectionwith
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thesubjector with relatedmatters,or of legal,commercial,philosophical,ethicalor political position
regardingthem.

The"InvariantSections"arecertainSecondarySectionswhosetitlesaredesignated,asbeingthose
of InvariantSections,in thenoticethatsaysthattheDocumentis releasedunderthis License.

The"CoverTexts" arecertainshortpassagesof text thatarelisted,asFront-CoverTexts or Back-
CoverTexts, in thenoticethatsaysthattheDocumentis releasedunderthis License.

A "Transparent"copy of the Documentmeansa machine-readablecopy, representedin a format
whosespecificationis availableto the generalpublic, whosecontentscanbe viewed andediteddi-
rectlyandstraightforwardlywith generictext editorsor (for imagescomposedof pixels)genericpaint
programsor (for drawings)somewidely availabledrawing editor, andthatis suitablefor input to text
formattersor for automatictranslationto a variety of formatssuitablefor input to text formatters.
A copy madein anotherwiseTransparentfile formatwhosemarkuphasbeendesignedto thwart or
discouragesubsequentmodificationby readersis notTransparent.A copy thatis not "Transparent"is
called"Opaque".

Examplesof suitableformatsfor TransparentcopiesincludeplainASCII withoutmarkup,Texinfo
input format, LaTeX input format, SGML or XML usinga publicly availableDTD, andstandard-
conformingsimple HTML designedfor humanmodification.Opaqueformats include PostScript,
PDF, proprietaryformatsthat canbe readandeditedonly by proprietaryword processors,SGML
or XML for which the DTD and/orprocessingtools arenot generallyavailable,andthe machine-
generatedHTML producedby someword processorsfor outputpurposesonly.

The"Title Page"means,for a printedbook,the title pageitself, plussuchfollowing pagesasare
neededto hold, legibly, the materialthis Licenserequiresto appearin the title page.For works in
formatswhichdonothaveany title pageassuch,"Title Page"meansthetext nearthemostprominent
appearanceof thework’s title, precedingthebeginningof thebodyof thetext.

E.1.3. VERBATIM COPYING
You maycopy anddistribute theDocumentin any medium,eithercommerciallyor noncommer-

cially, provided that this License,the copyright notices,and the licensenoticesayingthis License
appliesto theDocumentarereproducedin all copies,andthatyou addno otherconditionswhatso-
ever to thoseof this License.You maynot usetechnicalmeasuresto obstructor control thereading
or furthercopying of thecopiesyou make or distribute.However, you mayacceptcompensationin
exchangefor copies.If you distribute a large enoughnumberof copiesyou must also follow the
conditionsin section3.

You mayalsolendcopies,underthesameconditionsstatedabove,andyou maypublicly display
copies.

E.1.4. COPYING IN QUANTITY
If you publishprintedcopiesof the Documentnumberingmore than100, and the Document’s
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licensenotice requiresCover Texts, you must enclosethe copiesin covers that carry, clearly and
legibly, all theseCover Texts: Front-Cover Texts on the front cover, andBack-Cover Texts on the
backcover. Both coversmustalsoclearlyandlegibly identify you asthe publisherof thesecopies.
The front cover mustpresentthe full title with all wordsof the title equallyprominentandvisible.
You mayaddothermaterialon thecoversin addition.Copying with changeslimited to thecovers,as
longasthey preservethetitle of theDocumentandsatisfytheseconditions,canbetreatedasverbatim
copying in otherrespects.

If therequiredtexts for eithercoveraretoo voluminousto fit legibly, youshouldput thefirst ones
listed(asmany asfit reasonably)on theactualcover, andcontinuetherestontoadjacentpages.

If you publishor distributeOpaquecopiesof theDocumentnumberingmorethan100,you must
eitherincludea machine-readableTransparentcopy alongwith eachOpaquecopy, or statein or with
eachOpaquecopy a publicly-accessiblecomputer-network locationcontaininga completeTranspar-
entcopy of theDocument,freeof addedmaterial,which thegeneralnetwork-usingpublichasaccess
to downloadanonymouslyat no chargeusingpublic-standardnetwork protocols.If youusethelatter
option, you must take reasonablyprudentsteps,whenyou begin distribution of Opaquecopiesin
quantity, to ensurethat this Transparentcopy will remainthusaccessibleat thestatedlocationuntil
at leastoneyearafterthelasttime you distributeanOpaquecopy (directly or throughyouragentsor
retailers)of thateditionto thepublic.

It is requested,but not required,thatyou contacttheauthorsof theDocumentwell beforeredis-
tributing any largenumberof copies,to give thema chanceto provide you with anupdatedversion
of theDocument.

E.1.5. MODIFICATIONS
Youmaycopy anddistributeaModifiedVersionof theDocumentundertheconditionsof sections

2 and3 above,providedthatyou releasetheModified Versionunderpreciselythis License,with the
Modified Versionfilling the role of the Document,thus licensingdistribution andmodificationof
theModified Versionto whoever possessesa copy of it. In addition,you mustdo thesethingsin the
ModifiedVersion:

1. Usein theTitle Page(andon thecovers,if any) a title distinct from thatof theDocument,and
from thoseof previousversions(which should,if therewereany, belistedin theHistory section
of theDocument).You mayusethe sametitle asa previousversionif theoriginal publisherof
thatversiongivespermission.

2. List on theTitle Page,asauthors,oneor morepersonsor entitiesresponsiblefor authorshipof
themodificationsin theModified Version,togetherwith at leastfive of theprincipalauthorsof
theDocument(all of its principalauthors,if it haslessthanfive).

3. Stateon theTitle pagethenameof thepublisherof theModifiedVersion,asthepublisher.

4. Preserveall thecopyright noticesof theDocument.
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5. Add anappropriatecopyright noticefor your modificationsadjacentto theothercopyright no-
tices.

6. Include,immediatelyafter the copyright notices,a licensenoticegiving the public permission
to usetheModifiedVersionunderthetermsof thisLicense,in theform shown in theAddendum
below.

7. Preserve in thatlicensenoticethefull lists of InvariantSectionsandrequiredCoverTexts given
in theDocument’s licensenotice.

8. Includeanunalteredcopy of this License.

9. Preserve the sectionentitled "History", and its title, andadd to it an item statingat leastthe
title, year, new authors,andpublisherof theModifiedVersionasgivenon theTitle Page.If there
is no sectionentitled"History" in the Document,createonestatingthe title, year, authors,and
publisherof theDocumentasgivenon its Title Page,thenaddan item describingtheModified
Versionasstatedin theprevioussentence.

10. Preserve thenetwork location,if any, givenin theDocumentfor public accessto a Transparent
copy of the Document,andlikewise the network locationsgiven in the Documentfor previous
versionsit wasbasedon.Thesemaybeplacedin the"History" section.Youmayomit anetwork
locationfor a work that waspublishedat leastfour yearsbeforethe Documentitself, or if the
originalpublisherof theversionit refersto givespermission.

11. In any sectionentitled"Acknowledgements"or "Dedications",preserve the section’s title, and
preserve in the sectionall the substanceandtoneof eachof thecontributor acknowledgements
and/ordedicationsgiventherein.

12. Preserve all the InvariantSectionsof the Document,unalteredin their text and in their titles.
Sectionnumbersor theequivalentarenot consideredpartof thesectiontitles.

13. Deleteany sectionentitled"Endorsements".Suchasectionmaynotbeincludedin theModified
Version.

14. Do not retitle any existing sectionas"Endorsements"or to conflict in title with any Invariant
Section.

If theModifiedVersionincludesnew front-mattersectionsor appendicesthatqualify asSecondary
Sectionsandcontainno materialcopiedfrom theDocument,you mayat youroptiondesignatesome
or all of thesesectionsasinvariant.To do this, addtheir titles to the list of InvariantSectionsin the
ModifiedVersion’s licensenotice.Thesetitlesmustbedistinctfrom any othersectiontitles.

You mayadda sectionentitled"Endorsements",providedit containsnothingbut endorsementsof
your Modified Versionby variousparties–forexample,statementsof peerreview or that thetext has
beenapprovedby anorganizationastheauthoritativedefinitionof a standard.

Youmayaddapassageof up to fivewordsasaFront-CoverText, andapassageof up to 25words
asaBack-CoverText, to theendof thelist of CoverTexts in theModifiedVersion.Only onepassage
of Front-CoverText andoneof Back-CoverText maybeaddedby (or througharrangementsmadeby)
any oneentity. If theDocumentalreadyincludesacover text for thesamecover, previouslyaddedby
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youor by arrangementmadeby thesameentityyouareactingonbehalfof, youmaynotaddanother;
but you may replacethe old one,on explicit permissionfrom the previouspublisherthat addedthe
old one.

Theauthor(s)andpublisher(s)of theDocumentdonotby thisLicensegivepermissionto usetheir
namesfor publicity for or to assertor imply endorsementof any ModifiedVersion.

E.1.6. COMBINING DOCUMENTS
You may combinethe Documentwith other documentsreleasedunderthis License,underthe

termsdefinedin section4 abovefor modifiedversions,providedthatyou includein thecombination
all of theInvariantSectionsof all of theoriginaldocuments,unmodified,andlist themall asInvariant
Sectionsof yourcombinedwork in its licensenotice.

Thecombinedwork needonly containonecopy of this License,andmultiple identicalInvariant
Sectionsmay be replacedwith a singlecopy. If therearemultiple InvariantSectionswith the same
namebut differentcontents,make thetitle of eachsuchsectionuniqueby addingat theendof it, in
parentheses,the nameof the original authoror publisherof that sectionif known, or elsea unique
number. Make thesameadjustmentto thesectiontitles in thelist of InvariantSectionsin thelicense
noticeof thecombinedwork.

In thecombination,youmustcombineany sectionsentitled"History" in thevariousoriginaldocu-
ments,formingonesectionentitled"History"; likewisecombineany sectionsentitled"Acknowledge-
ments",andany sectionsentitled"Dedications".Youmustdeleteall sectionsentitled"Endorsements."

E.1.7. COLLECTIONS OF DOCUMENTS
You maymake a collectionconsistingof theDocumentandotherdocumentsreleasedunderthis

License,and replacethe individual copiesof this Licensein the variousdocumentswith a single
copy thatis includedin thecollection,providedthatyou follow therulesof thisLicensefor verbatim
copying of eachof thedocumentsin all otherrespects.

You may extract a singledocumentfrom sucha collection,anddistribute it individually under
this License,providedyou inserta copy of this Licenseinto theextracteddocument,andfollow this
Licensein all otherrespectsregardingverbatimcopying of thatdocument.

E.1.8. AGGREGATION WITH INDEPENDENT WORKS
A compilationof theDocumentor its derivativeswith otherseparateandindependentdocumentsor

works,in or onavolumeof astorageor distributionmedium,doesnotasawholecountasaModified
Versionof theDocument,providedno compilationcopyright is claimedfor thecompilation.Sucha
compilationis calledan"aggregate",andthis this Licensedoesnot applyto theotherself-contained
works thuscompiledwith the Document,on accountof their being thuscompiled,if they arenot
themselvesderivativeworksof theDocument.If theCoverText requirementof section3 is applicable
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to thesecopiesof theDocument,thenif theDocumentis lessthanonequarterof theentireaggregate,
the Document’s Cover Texts may be placedon coversthat surroundonly the Documentwithin the
aggregate.Otherwisethey mustappearoncoversaroundthewholeaggregate.

E.1.9. TRANSLATION
Translationis considereda kind of modification,so you may distribute translationsof the Doc-

umentunderthe termsof section4. ReplacingInvariantSectionswith translationsrequiresspecial
permissionfrom their copyright holders,but you may includetranslationsof someor all Invariant
Sectionsin additionto theoriginalversionsof theseInvariantSections.Youmayincludeatranslation
of this Licenseprovidedthatyou alsoincludetheoriginal Englishversionof this License.In caseof
a disagreementbetweenthe translationandtheoriginal Englishversionof this License,theoriginal
Englishversionwill prevail.

E.1.10. TERMINATION
Youmaynotcopy, modify, sublicense,or distributetheDocumentexceptasexpresslyprovidedfor

underthisLicense.Any otherattemptto copy, modify, sublicenseor distributetheDocumentis void,
andwill automaticallyterminateyour rightsunderthis License.However, partieswho have received
copies,or rights,from you underthis Licensewill not have their licensesterminatedsolong assuch
partiesremainin full compliance.

E.1.11. FUTURE REVISIONS OF THIS LICENSE
TheFreeSoftwareFoundationmaypublishnew, revisedversionsof theGNU FreeDocumentation

Licensefrom time to time.Suchnew versionswill besimilar in spirit to thepresentversion,but may
differ in detail to addressnew problemsor concerns.Seehttp://www.gnu.org/copyleft/. Eachversion
of the Licenseis givena distinguishingversionnumber. If the Documentspecifiesthat a particular
numberedversionof thisLicense"or any laterversion"appliesto it, youhavetheoptionof following
thetermsandconditionseitherof thatspecifiedversionor of any laterversionthathasbeenpublished
(not asa draft) by theFreeSoftwareFoundation.If theDocumentdoesnot specifya versionnumber
of this License,you may chooseany versionever published(not asa draft) by the FreeSoftware
Foundation.
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Colophon
This documentwas written in DocBook, an SGML DTD. In order to produceHTML, DVI,

PostScript®andotherfile formats,we usedtheDSSSLenginejade by JamesClark.More informa-
tion aboutall thesecanbe foundat the TheDocBookDTD1 WWW pages.TheDSSSLstylesheets
wereprovidedby NormalWalsh2. A usefulbookaboutDocBookcanbefoundat[WalshMuellner99].

TheJadeTeX macros3 wereusedfor theDVI, PSandPDFoutput.JadeTeX is underdevelopment
andspecificmistakesin therenderingof thisdocumentaredueto bugs(mostcommonlywith regards
with tables).It is expectedto befixedsoon.Theauthorof JadeTeX is SebastianRantz.

Thefigureswerecreatedwith xfig. More informationcanbefoundat theXFIG Drawing Program
for X Window System4.

Thetext editorusedwasvim by BramMoolenaar. More informationcanbefoundat theVIM (Vi
IMproved)HomePage.5

Thisdocumentwasproducedon a workstationrunningtheLinux® OperatingSystem.

Theauthorof thisdocumentis Symeon(Simos)Xenitellis andhecanbereachedat this e–mail6.

Notes
1. http://www.oasis-open.org/docbook/

2. http://www.nwalsh.com

3. http://www.tug.org/applications/jadetex/

4. http://www.xfig.org

5. http://www.vim.org

6. mailto:S.Xenitellis@rhbnc.ac.uk

99



100



Glossar y
CAServer (OpenCA terminology)

The CertificationAuthority. In this documentit is usedto describethe CA asdescribedin
Figure7-1

RAServer (OpenCA terminology)

The RegistrationAuthority. In this documentit is usedto describethe RA asdescribedin
Figure7-1

RAOperator (OpenCA terminology)

Thefront–endof theRegistrationAuthority thatinteractswith theusers.In this documentits
functionalityis describedat Figure7-1

Entity authentication mechanisms

Entity authenticationmechanismsallow the verification,of an entity’s claimedidentity, by
anotherentity. The authenticityof the entity can be ascertainedonly for the instanceof the
authenticationexchange.

Peer entity authentication

Peerentity authenticationis the corroborationthata peerentity in an associationis the one
claimed.This serviceis provided for useat the establishmentof, or at timesduring, the data
transferphaseof a connectionto confirmtheidentitiesof oneor moreof theentitiesconnected
to oneor moreof theotherentities.

Algorithm

An unambiguousformula or setof rulesfor solving a problemin a finite numberof steps.
Algorithmsfor encryptionareusuallycalledCiphers.

Certification Authority (CA)

An entity that atteststo the identity of a personor an organisation.A CertificateAuthority
might beanexternalcompany suchasVeriSignthatofferscertificateservicesor they might be
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an internalorganisationsuchasa corporateMIS department.The CertificateAuthority’s chief
functionis to verify theidentity of entitiesandissuedigital certificatesattestingto thatidentity.

Theacronym CA canbefoundin differentvariations.

• CertificationAuthority (Usedin this documentandfoundin mostdocuments)

• CertifyingAuthority (Foundin the RSASecurityCryptoFAQ1)

• CertificateAuthority (Foundin variousdocuments)

Certificate Request

An unsignedcertificatefor submissionto a CertificationAuthority, which signsit with the
PrivateKey. Oncethecertificaterequestgetssigned,it becomesa Certificate.This termis used
in PKIX terminologyandit is thesamewith theCertificateSigningRequest.We usebothterms
to describethesamething.

Certificate Signing Request (CSR) (OpenCA terminology)

An unsignedcertificatefor submissionto a CertificationAuthority, which signsit with the
PrivateKey of theirCA Certificate.OncetheCSRis signed,it becomesarealcertificate.

Cipher

An algorithmor systemfor dataencryption.ExamplesareDES,IDEA, RC4,etc.

Cipher text

Theresultof theencryptionof ciphertext, usingacipher.

Configuration Directive

A configurationcommandthat controlsone or more aspectsof a program’s behavior. In
Apachecontext theseareall thecommandnamesin thefirst columnof theconfigurationfiles.

Cross–cer tificate

A cross–certificateis a certificateissuedby one CA to anotherCA which containsa CA
signaturekey usedfor issuingcertificates.
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DER format

A binaryformatto encodecertificates.

Digital Signature

A methodof signingelectronicdocuments(otherwisedigital data)usingPublic Key Cryp-
tography.

Digital Timestamp

An electronicrecordthatmathematicallylinks a documentto a timeanddate.

Electr onic Commer ce

Theexchangeof goods,servicesandfiduciaryinformationor instrumentsvia distributedcom-
puterandcommunicationnetworks.

Expor t–Crippled

Diminishedin cryptographicstrength(andsecurity)in orderto complywith theUnitedStates’
ExportAdministrationRegulations(EAR). Export–crippledcryptographicsoftwareis limited to
a smallkey size,resultingin Ciphertext which usuallycanbedecryptedby bruteforce.

Currentlythereis draft policy in the United Statesthat providessubstantialfreedomto the
availability of cryptographicsoftware.This policy remainsto befinalisedandvotedin orderto
becomeeffective.Similar legislationis expectedto bevotedin theEuropeanParliamentsoon.

Full y–Qualified Domain–Name (FQDN)

Theuniquenameof a network entity, consistingof a hostnameanda domainnamethatcan
resolveto anIP address.For example,www is ahostname,whatever.comis adomainname,and
www.whatever.comis a fully–qualifieddomainname.

HyperText Transf er Protocol (HTTP)

The HyperText TransportProtocolis the standardtransmissionprotocolusedon the World
Wide Web.
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HTTPS

TheHyperText TransportProtocol(Secure),thestandardencryptedcommunicationmecha-
nismon theWorld WideWeb. This is actuallyjust HTTPoverSSL.

Keyholder

Theentity (oftenaperson)thatcontrolsaprivatekey.

Key recovery

Theability of anindividual,organisationor their authorisedagentsto obtainanextracopy of
akey (or otherinformationnecessaryfor decryption)thatenablesthemto decrypttheciphertext.

Lightweight Director y Access Protocol (LDAP)

LDAP is a specificationfor a client–server protocolto retrieve andmanagedirectoryinfor-
mation.

Message Digest

A hashof a message,which canbeusedto verify that thecontentsof themessagehave not
beenalteredin transit.

OpenLD AP

OpenLDAP is an open–sourceimplementationof LDAP. It providesa stand–aloneLDAP
server, a stand–aloneLDAP replicationserver, librariesimplementingtheLDAP protocol,and
otherrelevantsoftware.For moreinformationon OpenLDAP, seehttp://www.openldap.org/.

OpenSSL

An open–sourceimplementationof the SSL/TLSprotocol.It is basedon SSLeay. For more
aboutOpenSSL,see http://www.openssl.org/2.

Pass Phrase

The word or phrasethat protectsprivatekey files. It preventsunauthorizedusersfrom en-
cryptingthem.
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PEM format

A text (ASCII) formatthatcanbeusedto encodeCertificates.It is essentiallytheCertificate
in DERformatthathasbeenencodedwith Base64andhada headerandfooteradded.

Plainte xt

Thetext thatwill beencrypted.If we decryptsuccesfullya ciphertext, theresultis theplain-
text.

Private Key

Thesecretkey in aPublicKey Cryptographysystem,usedto decryptincomingmessagesand
signoutgoingones.

Public Key

Thepublicallyavailablekey in a PublicKey Cryptographysystem,usedto encryptmessages
boundfor its ownerandto verify signaturesmadeby its owner.

Public Key Cryptograph y

Thestudyandapplicationof asymmetricencryptionsystems,which useonekey for encryp-
tion andanotherfor decryption.A correspondingpair of suchkeys constitutesa key pair. Also
calledAsymmetricCryptography.

Public Key Cryptograph y Standar ds PKCS

A seriesof cryptographicstandardsdealingwith public-key issues,publishedby RSA Labo-
ratories.

S–expressions

Datastructuresthataresuitablefor representingarbitrarycomplex datastructures.
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Secure Sockets Layer (SSL)

A protocol createdby NetscapeCommunicationsCorporationfor generalcommunication
authenticationandencryptionoverTCP/IPnetworks.Themostpopularusageis HTTPS,i.e. the
HyperText TransferProtocol(HTTP)overSSL.

Single Sign–On (SSO)

Theability to authenticateonceanduseseveralsecurityservicesbasedonthatauthentication.

SSLeay

TheoriginalSSL/TLSimplementationlibrarydevelopedbyEricA. Young3; seehttp://www.ssleay.org/4.
Now it hasbeenrenamedto OpenSSL;seeOpenSSL.

Symmetric Cryptograph y

The study andapplicationof Ciphersthat usea single secretkey for both encryptionand
decryptionoperations.

Transpor t Layer Security (TLS)

The successorprotocol to SSL, createdby the InternetEngineeringTaskForce(IETF) for
generalcommunicationauthenticationandencryptionover TCP/IPnetworks.The currentver-
sion,TLS version1, is nearlyidenticalwith SSLversion3.

Trusted Thir d Party (TTP)

Anotherdescriptionfor the CertificationAuthority that stressesthat the keeperof the CA
privatekey shouldbe anorganisationor an entity thathasno interestsor tiesof any kind with
theclients.

Unif orm Resour ce Locator (URL)

Theformal identifier to locatevariousresourceson theWorld Wide Web. Themostpopular
URL schemeis http.SSLusestheschemeHTTPS.
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X.500

A CCITT specificationfor directoryservices.

X.509

An authenticationcertificateschemerecommendedby the InternationalTelecommunication
Union (ITU–T) which is usedfor SSL/TLS authentication.

Attrib ute Authority (AA)

An authoritytrustedby oneor moreusersto createandsignattributecertificates.It is impor-
tant to notethat the Attribute Authority is responsiblefor the attribute certificatesduring their
wholelifetime, not just for issuingthem.

Attrib ute Certificate (AC)

A datastructurecontaininga setof attributesfor anend-entityandsomeotherinformation,
which is digitally signedwith theprivatekey of theAA which issuedit.

Certificate

Canreferto eitheranAttributeCertificateor aPublicKey Certificatecertificate.Wherethere
is no distinctionmadethecontext shouldbeassumedto apply to bothanAC anda public key
certificate.

Certification Authority (CA)

An authority trustedby oneor moreusersto createandassignpublic key certificates.Op-
tionally the CertificationAuthority may createthe user’s keys. It is importantto notethat the
CertificationAuthority is responsiblefor thepublic key certificatesduringtheir whole lifetime,
not just for issuingthem.

Certificate Polic y (CP)

A namedsetof rulesthat indicatestheapplicabilityof a public key certificateto a particular
communityor classof applicationwith commonsecurityrequirements.For example,aparticular
certificatepolicy might indicateapplicabilityof a typeof public key certificateto theauthenti-
cationof electronicdatainterchangetransactionsfor the tradingof goodswithin a givenprice
range.
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Certification Practice Statement (CPS)

A statementof the practiceswhich a CertificationAuthority employs in issuingpublic key
certificates.

End–entity (EE)

A subjectof a certificatewho is not aCertificationAuthority in thePublicKey Infrastructure
or anAttributeAuthority in thePriviledgeManagementInfrastructure.(An End–entityfrom the
Public Key Infrastructurecanbe an Attribute Authority in the PriviledgeManagementInfras-
tructure.)

Public Key Certificate (PKC)

A datastructurecontainingthepublickey of anend-entityandsomeotherinformation,which
is digitally signedwith theprivatekey of theCertificationAuthority which issuedit.

Public Key Infrastructure (PKI)

The set of hardware,software,people,policies and proceduresneededto create,manage,
store,distribute,andrevokePKCsbasedon public-key cryptography.

Priviledg e Management Infrastructure (PMI)

A collectionof AttributeCertificates,with their issuingAttributeAuthority’s,subjects,rely-
ing parties,andrepositories,is referredto asa PriviledgeManagementInfrastructure

Registration Authority (RA)

An optionalentitygivenresponsibilityfor performingsomeof theadministrativetasksneces-
saryin theregistrationof subjects,suchas:confirmingthesubject’s identity; validatingthat the
subjectis entitledto have thevaluesrequestedin a PublicKey Certificateandverifying that the
subjecthaspossessionof the privatekey associatedwith the public key requestedfor a Public
Key Certificate.
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Relying Party

A useror agent(e.g.,a client or server) who relies on the datain a certificatein making
decisions.

Root CA

A CertificationAuthority thatis directly trustedby anEnd–entity;thatis, securelyacquiring
thevalueof a RootCA public key requiressomeout-of-bandstep(s).This termis not meantto
imply thataRootCA is necessarilyat thetopof any hierarchy, simply thattheCA in questionis
trusteddirectly.

Subor dinate CA

A subordinateCA is onethatis notaRootCA for theEnd–entityin question.Often,asubor-
dinateCA will not bea RootCA for any entity but this is not mandatory.

Subject

A subjectis theentity (AttributeAuthority, CertificationAuthority, or End–entity)namedin
a certificate.Subjectscanbehumanusers,computers(asrepresentedby DomainNameService
(DNS)namesor InternetProtocol(IP) addresses),or evensoftwareagents.

Top CA

A CertificationAuthority thatis at thetop of a PKI hierarchy.

Notes
1. http://www.rsasecurity.com/rsalabs/faq/index.html

2. http://www.openssl.org/

3. mailto:eay@aus.rsa.com

4. http://www.ssleay.org/
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